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Read the paper

A shared graph memory can pass one user's private fact to another user

Session A writes, t = 1

“I visited a cardiology clinic.”

(u_clinic, visited, cardiology) 

owner: Session A 

label: medical

Shared graph memory

write

u_clinic

cardiology health_plan

visited 

medical

member_of

2-hop expansion

Session A, sensitive Session A other sessions

Session B asks, t = 2

“Which clinics does u_clinic 

use?”

A different user, an unrelated question

retrieval policy decides

Unguarded retrieval
context given to Session B

the answer can reveal

cardiology
12 victim edges leak

GraphMemGuard, b = 5
context given to Session B

admitted to the context

3 edges
0 sensitive terms

One audit suite for graph memory

Trace schema 

owner and label

Audit attacks 

probing, linkage

Six policies 

global to bounded

Audit harness 

row per retrieval

GraphMemGuard: three rules per edge

Candidate 

edge 
from k-hop 

expansion

Own edge 
written by the requester

Blocked label 
secret, medical, financial

Cross-session edge 
owned by another session

Admit

Skip 
never enters (Thm. 2)

Admit while count < b 
at most b per requester–

owner pair (Thm. 1)

Bounded sharing sits on the frontier
Enterprise, 10 seeds. Accuracy a needs at least aN/ρ edges (Thm. 4).
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Admitted victim edges U 

Cross-session QA accuracy a 

Lower bound aN/ρ 

Within 1.06× of the bound 

b = 1 

b = 2 

b = 5 

b = 10 

Owner-only, b = 0 

Unguarded: 12 edges at 0.95

Bounded sharing is the middle ground

Leaked edges (enterprise) Cross-session QA 

Global 

Label-only 

Bounded b = 5 

Owner-only 

12 

1 no bound under attack 
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ρ tells you which policy to deploy
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QA accuracy at b = 5 

Reuse factor ρ: questions one shared edge can answer 

ρ near 1: isolate owners Large ρ: sharing pays 

Public HTTP 0.05, Internal RAG 0.04 

CoAuth-OGB 0.58 

Enterprise 0.71

Stronger attacks still hit the cap

More hops k 
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Answer-level DP stays near chance

0 0.2 0.4 0.6 

chance level, about 0.17 

DP-GraphQA 

Guard 

up to 0.179 over 5 settings 

0.613

Operator guidance Bound exposure before 

the context is built.

ρ near 1: isolate. Large 

ρ: share with b = 5.

Add DP-GraphQA only if you 

can pay the margin cost.

Scope: not user-level DP; labels must be correct upstream. dl.acm.org/doi/10.1145/3799682.3840995
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