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Abstract. Large language models increasingly orchestrate services, but
attacker-controlled inputs can induce access-control violations, data leak-
age, omitted mandatory steps, and quota overruns. Prompt-based de-
fences reduce these failures without eliminating them. We place two run-
time checks between an untrusted proposer and service execution. Our
deontic policy automaton checks each proposed action against explicit
permissions, prohibitions, and obligations. Under correct catalogue la-
bels, complete mediation, and an adequate policy, no action violating the
policy’s safety fragment executes. Terminally pending obligations are de-
tected but cannot be forced. A mislabelled action falls outside this guar-
antee. Our conformal guard handles residual violations, and we calibrate
its detector threshold on labelled data. The pass-through bound holds
only while deployment violation scores stay exchangeable with calibra-
tion scores, and adaptive low-scoring rewrites break it and are admitted.
On DEON-BENCH, the automaton agrees with ground truth on 100% of
900 traces across six violation classes. For content egress that the policy
cannot identify, the calibrated layer admits 8.9% of leaks against a 10%
target, rising to 32.8% under adaptive obfuscation. Across six proposer
models, our guard reduces attack success for policy-expressible injections
from 87—100% to 0%, with microsecond-scale monitoring overhead.

Keywords: Agentic service composition - Runtime verification - Con-
formal prediction - Prompt injection - Deontic logic.

1 Introduction

In agentic service composition, a language model reads a goal and an API cat-
alogue, then selects service calls step by step [24]. The ecosystem may encode
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access rules as executable policy [23,15], but the model also reads attacker-
controlled content, and indirect prompt injection can therefore alter the actions
it proposes [7,10]. Policy violation is a prominent LLM risk [17]. In our exper-
iments, six proposers select a policy-violating action on 87—100% of attacked
tasks. Prompt-based defences reduce such violations without eliminating them.
Static plan verification [2] applies to a fixed plan, whereas observations change
during execution, and selective prediction [6,1] does not represent service policy.

XACML [14], usage control [18], and OPA /Rego gateways [15] provide use-
ful enforcement, but an agentic setting also needs sequential state and a deci-
sion path that trusts no proposer-supplied metadata beyond the action iden-
tity and arguments. We provide both with two checks before every action.
Our deontic policy automaton (DPA) checks explicit permissions, prohibitions,
and obligations against the executed prefix. A conformal execution guard cal-
ibrates a threshold for the residual class the policy cannot express, targeting
Pladmit | violation] < «. These guarantees require correct action labels, com-
plete mediation, an adequate policy, and exchangeable calibration data (A1-A4,
§4), and an under-labelled action thus falls outside Thm. 1 and its measured 0%.

We evaluate whether the DPA matches the trace semantics and the conformal
layer meets its target (RQ1), whether DEON cuts attack success across proposer
sizes (RQ2), and how the calibrated layer handles policy-inexpressible violations
under exchangeable and adaptive inputs (RQ3). The extended version adds
hardening, calibration sensitivity, and dependent steps (RQ4-RQ6).

2 The DEON Model

Rules over a service catalogue A are naturally deontic [28]. Prohibitions subsume
access control [23], lattice information flow [4], and quotas, while obligations are
a liveness property a blocking monitor [11] can only detect. Conformal predic-
tion [27,1] gives any score a distribution-free guarantee under exchangeability,
with a reject option [6] and a training-conditional variant [26].

Definition 1 (Action and context). An action a is a service invocation with
the fields it reads/writes, an optional egress sink with a clearance level, and an
optional metered resource. A monitor state ¢ = (o, u, £2,\) records the proposi-
tions o a trace has established (e.g. authenticated), usage counters u, pending
obligations (2, and a field—lattice labelling .

Definition 2 (Deontic policy and its automaton). A deontic policy IT =
(P,F,O) maps each action to permission preconditions P, comprises prohibitions
F (forbidden operations, quotas, and a flow rule admitting a field labelled ¢ only to
a sink clearance c with £ C ¢), and maps triggers to obligations O that must occur
later. The prototype uses the total chain public<internal<pii<secret. Obli-
gations are Boolean eventualities. Repeated identical triggers coalesce. A trace
T = ay---ay satisfies IT iff no a; is prohibited or violates a precondition in its
prefix state and every triggered obligation is discharged before the end. The DPA
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Fig. 1. A DPA run (Def. 2) under the policy of §7. Refusals are self-loops (g unchanged).

for IT is the monitor M = (Q, qo, 6, fin). From state q, a candidate a has tran-
sition §(q, a) = (ok,q’), where ok is true iff (i) a is not forbidden, (ii) P(a) C o,
(iii) a routes no over-cleared field to its sink, and (iv) a’s resource is within
quota. When ok, the successor ¢ adds a’s granted propositions, increments its
counter, discharges a from the old 2, and then registers O(a). A self-trigger re-
quires a later occurrence. The predicate fin(q) holds iff 2 = 0. My admits 7w iff
every step is ok and fin holds at the end.

Against laundering (copy a high field, egress the copy), each field w that a writes
takes the lattice join \'(w) = Ao(w) UL, g(q) A(r) of its default tag and a’s read
set R(a). Clause (iii) then blocks a laundered field like a direct flow, at field-tag
granularity. Because transitions are bounded lookups reading only q and I, the
DPA is a linear-time online monitor.

Ezample. In Fig. 1 (policy of §7), charge requires authenticated, grants paid,
and obliges a later emitReceipt. Field pan is pii, and untagged written fields
default to Ag = internal. Trace state decides three verdicts. The same charge
fails clause (ii) at step 1 and passes at step 3, once step 2 puts authenticated
in 0. Because the join tags step 4’s copy of pan as pii, its egress to an internal
sink fails clause (iii) at step 5, though its default tag passes. At the end 2 # )
and fin fails, flagging a stranded obligation the monitor cannot prevent.

An attacker may still disguise a violation as a benign-looking action whose
admissibility depends on context the policy cannot name. We model it as a latent
label y € {0, 1} seen via a noisy score s(a, q) € R. The verdict is BLOCK if (g, a)
is not ok, ABSTAIN if the DPA permits a and s(a, ¢) > 7, and ADMIT otherwise.

3 Architecture and Integration

Fig. 2 separates the proposer, guard, and executor. Only the proposer interprets
attacker-influenced text as instructions. The guard may score candidate content
as untrusted data. Only the executor causes side effects, accepting actions solely
through the guard, whose monitor tracks g over the executed prefix. Failed calls
leave ¢ unchanged, and idempotent retries re-enter the guard. Current service
schemas lack the labels of Def. 1. OpenAPI [16] does not express them, and
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Fig. 2. DEON reference architecture. Every effectful action crosses the interception
point (A2) once, before any side effect. The bottom loop is the threat [7].

MCP’s optional read-only and destructive hints [13] are advisory metadata sup-
plied by the server. Proposer-supplied labels would undermine the flow rules.
For MCP, the guard can sit at the client’s dispatch point, in a proxy server that
re-exports downstream tools, or at a network gateway. Our prototype mirrors
the first. The second is recommended but untested, and the third cannot mediate
local stdio traffic. Labels are keyed by server, tool, and argument path.

4 Threat Model and Deployment Assumptions

We assume a content-level adversary who knows the defence and can write any
text the agent reads [7], steer it to any catalogue action, and adapt content
to evade s. It cannot modify trusted policy, labels, calibration, guard state, or
code, or bypass mediation. Implicit/timing channels, aliasing, and supply-chain
compromise are out of scope. Probability-zero and measured-zero claims require
A1-A3. Conformal claims also require A4.

A1 (trusted, complete action labelling). Every reachable action arrives at the
guard carrying correct type labels: the tagged fields it reads and writes, the sink
it targets and that sink’s clearance, and the meter it charges. The operator ad-
mitting a service authors them out of band, as trusted configuration (§3). Over-
labelling makes the monitor refuse a benign action, naming the failed clause.
This loud, attributable failure reduces availability. A missing catalogue entry
is visible and defaults to ABSTAIN. Under-labelling of a present entry is silent.
Clause (iii) cannot fire, the action is permitted, and nothing is reported. The
action leaves Thm. 1’s class, and the 0% of §7 holds only over what Al cov-
ers. RQ3 instead measures content semantics outside the policy language, an
under-labelling analogue that estimates no production labelling-error rate.
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A2 (complete mediation), A3 (policy adequacy), A4 (exchangeable calibration).
A2 requires every effectful action to reach a serialized atomic check—execute—
commit transition. The proposer has no executor credentials. A3 requires II to
represent the operator’s intended forbidden, required, and metered behavior. A4
requires exchangeability of calibration and deployment violation scores. DEON-
BENCH satisfies A1-A3 by construction. Its monitor accuracy and guarded ASR
measure the guard under those assumptions.

5 The DEON Guard

At each step the proposer suggests an action from the goal and attacker-
influenced observations. The DPA refuses it (BLOCK, with a typed reason, ¢
unchanged) or permits it, and the conformal guard ABSTAINS if s(a,q) > 7 and
otherwise executes it, advancing ¢. If fin fails, the loop ABSTAINS or falls back to
a recovery ladder (restricted retry — rollback — escalation) that never runs an
unverified action. The threshold is set once, offline. With vy < -+ <, ) the
scores of a labelled sample’s n, violations, define v(gy = —oo and set 7 = vy, for
k= |a(n,+1)],0 < a,§ < 1. Rank zero or an empty violation pool abstains on
all finite scores. For ties, independent U ~ Unif (0, 1) values augment calibration
and test scores and pairs are ranked lexicographically. For a training-conditional
guarantee in the probably approximately correct (PAC) sense, we take the
largest k' with P[Bin(n,,a) > k'] > 1 — 6 [26]. The policy’s supported deny
fragment maps to Rego/OPA [15] over trusted attributes supplied by the DPA
wrapper. Deny conditions in this fragment can be reused. Attribute construction,
counters, taint, prefix state, and obligations remain wrapper-specific.

6 Theoretical Analysis

Theorem 1 (DPA soundness). Under A1 (correct type labels on every reach-
able action), A2 (no effectful action bypasses the guard), and A3 (II is the in-
tended policy), My realises the deontic trace semantics of II. (Safety) No ex-
ecuted action is prohibited or violates a precondition, an explicit or laundered
flow rule, or a quota in its prefix state, and blocking enforces all of these. (Obli-
gations) The monitor detects at end of trace whether every triggered obligation
was discharged, but it cannot enforce one online. A trigger that runs and then
abstains therefore leaves an unpreventable stranded-obligation violation.

Theorem 2 (Conformal admission bound). Let 7 = vy, k = [a(n, +1)]
(§5). (i) Marginal. For a fresh DPA-permitted residual violation whose score S is
exchangeable with the calibration scores for that population and untied (or ran-
domized as in §5), Pladmit | residual violation] = P[S < 7] < a. This per-action
bound does not bound a trace’s chance of at least one leak or the reverse con-
ditional P[violation | admit]. (ii) PAC (exact). If, more strongly, the calibration
violation scores are i.i.d. draws from the continuous law F of deployment vi0-
lation scores, then with the largest k' such that P[Bin(n,,a) > k] > 1 -6 and
T = vy, the realised pass-through satisfies Peai[F(7) < a] > 1 —0.
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Corollary 1 (Attack-success bounds). (a) Under A1-A3, for any proposer
and adversary, no DPA-covered violation executes. The probability is exactly 0O
for every adversary, and it is a per-deployment guarantee that holds whenever the
deployment satisfies A1-A3. (b) A latent violation with calibration-exchangeable
score executes with probability < « only under A4. An adaptive adversary breaks
exchangeability, letting pass-through approach 1.

Intuition (proofs in the extended version). Each clause of § checks its counterpart
in IT in the prefix state. Thm. 2 follows the standard exchangeability argument,
with a binomial tail for PAC. Cor. 1(b) needs no trusted labels but depends on
A4, since any violation scoring < 7 is admitted, including an adaptive rewrite.

7 Evaluation

DEON-BENCH is ground-truth-labelled because every generator knows what
it planted. Its monitor suite has 900 traces (450 compliant, 450 with one
planted violation) over a fixed payment/PII policy with prohibited operations,
pii/internal/public tags, preconditions, two obligations, and a quota. The
450 odd-indexed traces draw their violation class uniformly from prohibited,
sequencing, flow, quota, obligation, and laundering, the last caught only by the
join (Fig. 1, steps 4-5), with 84/65/81/83/70/67 per class at the released seed.
Latent-risk pools model what the policy cannot name. Of n=4000 calibration
draws, the n, =~ 1200 violations set 7, and a fresh n=20,000 evaluation comes
from the same generator, over 300 trials per a. These pools are exchangeable by
construction. Three attack suites sit increasingly far from our design. A mixed
stream of 4000 proposed actions per trial (35% explicit, the rest latent) is the only
joint test of both layers. A proposer ladder spans eleven operations but describes
only the eight benign ones to the proposer. The banking suite of AgentDojo [3]
adds 76 non-degenerate user xXinjection pairs. A content-egress task scores real
text with a real, imperfect detector, and its adaptive pool re-emits the leaks
obfuscated. We compare Unguarded, DPA-only, fized-threshold (s < 0.5, the
w/o calibration ablation), and DEON over six local Ollama proposers (2B-47B),
plus AgentDojo’s shipped defences and three detectors. Table 1 reports 30+30
ladder runs per model: five benign and five attack tasks, six repetitions each,
temperature 0.7, and no model retry.

RQ1: monitor correctness and calibration. The DPA matches ground truth on
100.0% of the monitor suite at 100% recall in all six classes, laundering in-
cluded, and detects the stranded obligations it cannot prevent (Thm. 1). Over
a € {0.02,...,0.30}, marginal calibration’s mean tracks a (0.020-0.299) at
~100% utility. Yet only 0.51-0.56 of the 300 draws per a hold pass-through
< «, meaning about half of all calibrations miss the target. Fzact-PAC, the
deployable mode, holds it on 93—96% against a 1 — §=0.95 target (Fig. 3a).
Across detector quality, DEON holds pass-through at 0.098-0.100 as utility rises
0.76 — 1.00, whereas a fixed cutoff swings from a 0.158 leak to over-blocking.
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Table 1. RQ2: six-model proposer ladder (1/{: higher/lower is better).

Benign success (%) 1 ASR (%) |
Proposer size unguarded DEON  unguarded DEON
gemma2:2b 2B 100 100 100 0
1lama3.2:3b 3B 97 100 100 0
qwen2.5-coder:7b B 100 100 87 0
qwen2.5-coder:32b  32B 100 100 100 0
command-r:35b 35B 100 100 100 0
mixtral:8x7b 47B 100 100 100 0

RQ2: the DPA blocks policy-expressible injections. Across six proposers (Table 1),
DEON cuts attack success from 87—100% to 0%. All five injections are policy-
expressible, and the DPA blocks them with certainty (Cor. 1(a)). Guarded success
counts a task once its reference subsequence executes. The 97-to-100 change thus
reflects the guard halting a later extraneous violation, without added capability
or retry. Because admission never reads the proposer, the 0% is identical at
2B and 47B and reflects the guard given A1, independent of model safety. On
the mixed stream, executed violations fall from 100% unguarded to 3.6% under
DEON. The DPA alone leaves 35.7%, the class A3 misses. On AgentDojo, our
closest external test of Al and A3 (undefended: 50.0% utility, 11.8% ASR),
prompt-level defences cut attack success only to 9-10%, and the two baselines
at 0% drop utility to 31.2% and 25.0%. With a hand-authored counterparty-
provenance policy, DEON reaches 0% at 37.5% utility, abstaining only on the 2
of 16 benign tasks that take a critical value from an untrusted file.

RQ3: policy-inexpressible content egress. A content-dependent egress the DPA
permits leaks iff its free text is sensitive. Because the DPA reads only labels, it
is blind here (pass-through 1.00, Fig. 3b), and a logistic detector over marker
mass, digit density, @-count, and token length supplies the signal. Over 30 seeds,
exchangeable attacks are bounded at 0.089 < a=0.10 at 100% utility. An ob-
fuscating adaptive adversary breaks exchangeability and drives pass-through to
0.328, as Cor. 1(b) predicts. Hardening (RQ4, extended version) narrows the
gap without closing it (Fig. 3c). A max-ensemble of three detectors keying on
different signals holds 0.097 ~ « against the obfuscator that drives the lexical
detector alone to 0.835, yet a naturalised payload defeats all three at 1.00.

In stress tests (RQ5, RQ6, extended version), calibration choices cost only
utility. Under benign group-mixture shift, Mondrian thresholds cut the marginal
worst group from 0.441 (4.4 x a) to 0.091 at utility 0.95 — 0.71, and label
noise p: 0 — 0.3 drives pass-through 0.085 — 0.000 as utility falls 1.00 — 0.17.
Exceptions are exchangeability and tied scores, where a deterministic < leaks
0.343 and the executable augmented-score tie-break has observed mean 0.100
(three-decimal rounding). Exact-PAC needs of order 102 labelled violations (rank
k'=0 at n,=20), and the in-process Python automaton costs 0.76 us per action
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Fig.3. (a) RQ1l: draws holding pass-through < «. (b) RQ3: leak pass-through.
(c) Hardening: lexical detector vs. three-detector ensemble. Dotted in (b), (¢): @ = 0.10.

(host-dependent timing), excluding detector, OPA, proxy, and network costs
(R?=0.99 over lengths 2-12, five batches of 20,000 traces per length).

8 Related Work

XACML [14] is the reference architecture for declarative runtime authorization,
and OPA/Rego [15] a cloud-native policy engine. XACML expresses attribute-
based rules [8], while Sandhu et al. [23] formalize role-based access control
(RBAC). Because XACML requests keep no trace state, ¢ must live outside the
decision point. Its Obligations are directives returned with the current decision,
whereas charge creates a liveness obligation for a later emitReceipt that may
never be proposed (Fig. 1). XACML also trusts request attributes. Al instead
keeps security labels in the trusted catalogue, since attacker-controlled text can
steer the proposer.

UCON 4pc [18] is the closest classical relative. It provides attribute mutability
and continuity of enforcement, and distributed usage control [21] adds data-flow
tracking. The DPA’s counters, obligation lifecycle, and per-action gate build on
these ideas, specialized as a concrete automaton with an accepting condition, a
lattice join as a transition effect, and a decision that excludes requester-supplied
metadata. Security-by-contract [5] matches a contract shipped with code against
the platform policy and monitors when the match fails, most recently on a
UCON/XACML architecture by Rasori et al. [22]. DEON shares this separation
of advance evidence and runtime monitoring. Because an LLM proposer ships
no verifiable behavioural contract, the trusted description moves to the platform
as Al’s typed catalogue label. In all these lines, as in runtime verification [11]
and information-flow control [4], the engine decides on the attributes it is given.
Default behavior is configuration-specific. DEON adds a calibrated residual layer
to this trace-monitor interface. The cited conformal formulations [1,6,26] do not
encode the service policy or executed-prefix state used here.
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Agentic service composition. The service-computing line DEON serves builds
compositions with LLMs. Compositio Prompto embeds them in an automated
service-computing architecture [20], NL2TOSCA compiles requirements into
TOSCA topologies [12], and MCPybarra generates MCP services [19]. Each
plans and then executes, trusting the model’s output at execution time. DEON
removes that assumption and complements this line, since any of them can
be the proposer of Fig. 2. Trace-based audits estimate how reliably an agent
completes its tasks after the run [25]. DEON acts before each step and stops the
action. QoS and trust prediction [9] brings trust into service selection. It does
not decide what may execute now and binds no adversary.

9 Discussion and Conclusion

An agent’s proposed action carries no execution authority by itself. We enforce
that distinction with a deterministic policy layer under A1-A3 and calibrate the
residual layer under A4. The synthetic harness satisfies A1-A3 by construction.
Production labelling and distributed mediation therefore define the deployment
boundary. The adaptive experiment quantifies scorer evasion outside exchange-
ability, and the proposer study covers six local open-weights models. Within this
scope, DEON blocks policy-expressible violations and abstains on residual scores
above 7.

Acknowledgments. We acknowledge Ho Chi Minh City University of Technology
(HCMUT), VNU-HCM for supporting this study.
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