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Abstract

Graph-backed assistants increasingly write user utterances into a

provenance-tagged knowledge-graph memory and later retrieve 𝑘-

hop neighborhoods to ground responses. Because the retrieval sur-

face is multi-user and append-only, an edge written by one session

can enter the context of another. This boundary is neither model

memorization nor document-RAG leakage; it is a retrieval-control

problem that existing benchmarks do not isolate. We introduce

GraphMemShield, a benchmark and audit suite for cross-session

leakage in dynamic KGmemories, packaging a JSONL trace schema,

gray- and black-box leakage probes, a response-leakage scorer, and

four policy baselines: global retrieval, owner-only isolation, label

filtering, and bounded provenance-aware sharing. Two structural

results frame the suite. First, we prove that any policy with cross-

session QA accuracy 𝑎 must expose at least ⌈𝑎𝑁cs/𝜌⌉ victim-owned

determining edges; a retrieval-time budget guard attains this bound

to within 1.06× on a structured workload (the enterprise bank). Sec-

ond, we apply the standard private-selection lower bound to show

that post-retrieval answer-level 𝜀-DP cannot match the determinis-

tic guard’s utility in the small-margin regime our graph-memory

workloads exhibit empirically: our DP-GraphQA mechanism lands

at 0.15–0.18 accuracy at usable 𝜀 on these workloads because mea-

sured margins are only 0.54–1.24. The operational rule is therefore

to bound exposure before unsafe cross-session edges enter the con-

text, and add post-retrieval DP only when the application can pay

the margin cost.

CCS Concepts

• Security and privacy→ Privacy protections; • Information

systems→ Retrieval models and ranking; • Computing method-

ologies→ Knowledge representation and reasoning.
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1 Introduction

A graph-backed assistant parses an utterance into subject–relation–

object triples, tags them with the writing session and a sensitivity

label, and appends them to a property graph or KG index. On a

later turn the assistant retrieves a 𝑘-hop neighborhood around

the user’s question to ground its response. Because the index is

shared across sessions, the neighborhood expanded for one user can

contain edges written by another. The graph memory is therefore

an information-access surface, not a passive store: every retrieval

reads provenance, and every response can carry edges out across

the requester–owner boundary.

This boundary falls between existing privacy categories. Text

memorization attacks treat the model itself as the leaking surface

[4, 24]; RAG-leakage attacks extract documents from a static index

[30, 40]; graph privacy attacks target trained GNNs or static graph

release [15, 31, 41]. A dynamic, multi-user KG memory consulted

by a black- or gray-box retrieval service inherits pieces of all three

risks, yet existing audits do not isolate the shared retrieval bound-

ary we study: cross-session edge exposure, anonymized-session

linkage from graph structure, and adversarial order inference from

provenance metadata under one retrieval-time policy.

A concrete failure. Suppose a user 𝑢𝑣 confides that they visited

a cardiology clinic, and a second user 𝑢𝑎 later asks an unrelated

question whose one-hop expansion reaches the same clinic node.

Without provenance-aware filtering, the service admits 𝑢𝑣 ’s clinic

edge into 𝑢𝑎 ’s context, and the response reveals or hints at the fact.

Even when the response is sanitized, the retrieved subgraph, its

insertion order, and its degree signature can re-identify 𝑢𝑣 across

pseudonymous IDs or reconstruct the write sequence that produced

the sensitive neighborhood. We observe this failure mode across the

audited retrieval settings: enterprise dialogue graphs, MultiWOZ-

derived HTTP traces, an approved internal RAG export, LangGraph

StateGraph services, andMem0 (mem0ai +Qdrant +OpenAI) mem-

ories all admit victim-owned edges into another session’s response

context when retrieval is left unconstrained.

What we find. Three results anchor our argument. First, we prove

that the privacy/utility tradeoff is structural rather than chosen:

any policy with cross-session QA accuracy 𝑎 must expose at least
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⌈𝑎𝑁cs/𝜌⌉ distinct victim-owned determining edges (Thm. 4), and

a retrieval-time budget guard sits on this curve within 1.06× on

the enterprise bank (Thm. 5; the constant is a fitting witness, not

part of the worst-case statement). Second, we apply the standard

private-selection lower bound [23, 35] to show that post-retrieval

𝜀-DP cannot match the budget guard on the same task when an-

swer margins are small relative to the truncated sensitivity: our

DP-GraphQA mechanism lands at 0.15–0.18 accuracy at usable 𝜀

because measured margins are only 0.54–1.24 (Thm. 6). This is a

complementarity result, not a defeat of DP: the two mechanisms an-

swer different questions (which edges enter the context vs. which

answers leave it), and the small-margin regime is a property of

graph-memory QA, not of DP in general. Third, we find that the

reuse factor 𝜌 is structurally bounded by the maximum bridge-

entity degree; a fitted 𝜌 and the structural proxy 𝜌str agree within a

few percent across the reported workloads (Tab. 9), so an operator

can predict the frontier slope from graph structure alone.

Scope and reading guide. The frontier-tightness witness and the

DP separation are measured on the enterprise bank (𝜌=9.30), the

high-𝜌 regime demonstration. On realistic workloads (MultiWOZ

HTTP, internal RAG, Enron) 𝜌≈1 and bounded sharing collapses to
owner-only isolation (𝑎=0.04–0.05); we recommend strict isolation

in that regime. The two defenses are textbook mechanisms made

specific to KG memory; we do not claim them as novel. Our claim is

the framing, the cross-workload measurement infrastructure, and

the 𝜌-indexed frontier. The blocked-label set B protects single-edge

harms; the budget 𝑏 bounds aggregation of admitted non-sensitive

edges and per-(requester, owner) collusion. The harder problem

(a correct, complete sensitivity oracle) is upstream; we audit the

runtime contract.

Contributions.

• A reusable benchmark across eight workloads (synthetic,

Docker, enterprise, MultiWOZ HTTP, internal RAG, Lang-

Graph, Mem0, Enron), sharing one provenance-tagged

JSONL schema and one metric stack for leakage, response,

linkage, temporal inference, and utility.

• A retrieval-risk calculus carrying two structural results: the

frontier lower bound (Thm. 4) and its attainment within

1.06× on the enterprise bank (Thm. 5); and the small-margin

separation (Thm. 6) showing that answer-level 𝜀-DP col-

lapses to chance on workloads with the empirical margin

profile we measure.

• A defense pair separated by where they act: GraphMem-

Guard decides admission before the context is built; DP-

GraphQA releases one 𝜀-DP answer from the already-

guarded context.

• An anonymized artifact reproducing every table and figure

across in-process, persistent, HTTP, LangGraph, and Mem0

deployments.

The structural lesson is that graph-memory privacy must be en-

forced before unsafe cross-session edges enter the context. We next

define the threat model (Section 2), develop the calculus (Section 3),

present the framework and evaluation (Sections 4–6), discuss scope

and operator guidance (Section 7), and then position the work

against adjacent literature (Section 8).

writers

𝑠1, 𝑠2, 𝑠𝑛

admission

Π

Dynamic KG

G𝑡
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Figure 1: System architecture. The guard Γ is the sole policy

point at which a cross-session edge enters the response con-

text; DP-GraphQA optionally releases one 𝜀-DP answer; the

audit harness observes all three surfaces.

2 System and Threat Model

Dynamic KG memory. The graph memory at logical time 𝑡 is

G𝑡 = (𝑉𝑡 , 𝐸𝑡 , 𝜋). Each edge 𝑒 ∈ 𝐸𝑡 carries provenance 𝜋 (𝑒) =

(owner, user, turn, sensitivity, 𝑡𝑠). A write extracts a relation from

a turn. A retrieval Retrieve(𝑞, 𝑠𝑟 , 𝑘) returns the 𝑘-hop expansion

around 𝑞 for requester 𝑠𝑟 after the guard Γ has ruled on each can-

didate edge. We treat Γ as the only policy point: an edge enters

the response context only if Γ(𝑒, 𝑠𝑟 ) = True. Figure 1 summarizes

the resulting write path (admission Π), read path (query→ Γ →
optional DP-GraphQA release), and audit path.

Sensitive objects. We protect four objects: (i) edge existence 1[𝑒 ∈
𝐸𝑡 ], (ii) edge ownership owner(𝑒) = 𝑠𝑜 , (iii) the local ego-graph of

victim session 𝑠𝑜 , and (iv) the temporal order of writes that produced

the sensitive neighborhood.

Adversary visibility. (i) Black-box requester A𝑏 observes only

final responses. (ii) Gray-box requesterA𝑔 additionally observes the

retrieved subgraph (developer or transparency mode). (iii) Write-

capable adversary A𝑤 injects benign-looking edges sharing entity

endpoints with the victim, steering future budgeted admissions.

(iv) Honest-but-curious operator A𝑜 inspects metadata only, to

establish ground truth.

Out of scope. We do not model storage-layer attacks, retrieval-

service network side channels, or model-internal memorization.

Responses are produced by a downstream generator; the audit

boundary is the retrieval context.

Auditable contract. For an audit row to be interpretable, we re-

quire three deployment properties that the certificate C assumes.

(P1) Every edge carries an immutable (owner, sensitivity) tag at

write time; (P2) every retrieval queries Γ on every candidate edge

before that edge enters the context, with no bypass through a side

index; (P3) the budget counter is monotone non-decreasing and is

read–modify–written atomically per candidate. P1–P3 are the op-

erational conditions used throughout Section 3; the artifact verifies

them with a property test and an injection harness.

What the certificate does not guarantee. The single-edge harm in

the cardiology example is governed entirely by B: if the sensitive
label is missing or wrong, no choice of 𝑏 can recover the protection.

Our position is that sensitivity labelling is a separate, upstream

problem (taxonomies, DLP classifiers, human review); we audit the

runtime contract on top of it and report B-coverage in Section 6.
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Table 1: Notation used in Section 3.

Symbol Meaning

G = (𝑉 , 𝐸 ) dynamic graph memory

𝑠 (𝑒 ),𝑢 (𝑒 ), 𝜆 (𝑒 ) owner session, source user, sensitivity label

𝑠𝑟 , 𝑠𝑜 requester, owner sessions (𝑠𝑟 ≠ 𝑠𝑜 )

𝛼 ∈ {0, 1} cross-session sharing flag

𝑏 ∈ Z≥0 per-(requester, owner) unique-edge budget

B blocked sensitivity-label set

U public protected candidate-label universe

𝑡, Adj release count, adjacency (edge-event / 𝑘-group)

𝑈𝑟,𝑜 (𝑄 ) distinct cross-session edges admitted to 𝑠𝑟 from 𝑠𝑜

𝑀𝐷,𝑘 degree-truncated 𝑘-hop context (cap 𝐷)

Δ𝐷,𝑘 ↓ score sensitivity of𝑀𝐷,𝑘

𝑁cs, 𝜌 ↑ cross-session questions, reuse factor

𝛾 ↑ answer margin score(𝑎∗ ) − max𝑎≠𝑎∗ score(𝑎)

The budget 𝑏 is therefore not a defense against single-edge disclo-

sure of anB-labeled fact; it is a defense against aggregation of many

non-sensitive edges and against per-(requester, owner) collusion

(see Cor. 1).

3 Retrieval-Risk Calculus

We now make the runtime contract precise. Table 1 fixes notation;

Table 2maps each result to its assumptions and experimental anchor.

The load-bearing claims are the frontier lower bound (Thm. 4)

and the small-margin separation (Thm. 6). Thms. 1–2 restate the

algorithm’s branching guarantees; we number them only so audit

rows can cite them.

3.1 Histories and Certificates

A history is a sequence of writesℎ𝑖 = (𝑠𝑖 , 𝑢𝑖 , 𝑡𝑖 ,Δ𝐸𝑖 ) into G = (𝑉 , 𝐸).
Each edge stores source 𝑠 (𝑒), source user𝑢 (𝑒), sensitivity label 𝜆(𝑒),
timestamp, and metadata. A query 𝑞 by requester 𝑠𝑟 returns the

𝑘-hop edge set 𝑀 (G, 𝑞, 𝑠𝑟 , 𝑘) after the guard. Two histories are

edge-event adjacent if they differ by one write. The certificate is

C = (𝛼,𝑏,B,U, 𝑡,Adj), with sharing flag 𝛼 , budget𝑏, blocked labels
B, randomized-response universeU, release count 𝑡 , and adjacency

Adj. We use this as a retrieval-risk certificate, not as a user-level

DP statement.

Worked certificate. For the enterprise workload, we use

Cent = (𝛼=1, 𝑏=5,Bent,U = 𝐸cand, 𝑡 = 1, edge-event),

where Bent = {secret,medical, financial} and |𝐸cand | = 1,152. Read-

ing Cent yields three operator-facing guarantees: (i) ≤ 𝑏=5 distinct
cross-session edges per requester–owner pair (Thm. 1), (ii) zero

exposure for B-labeled edges (Thm. 2), and (iii) edge-event 𝜀-DP on

a single release ofU (Thm. 3). Strict isolation is the specialization

Cstrict = (0, 0,B,U, 𝑡,Adj).

3.2 Bounded Exposure

Assumption 1 (Guard before context). An edge enters re-

trieval expansion or response generation only after Γ admits it.

Assumption 2 (Uniqe-edge accounting). The budget counter

records unique edge identities; repeated retrieval of the same edge

does not consume additional budget.

Theorem 1 (Adaptive bounded exposure). Under Assump-

tions 1–2, bounded sharing with budget 𝑏 admits at most 𝑏 distinct

owner-𝑠𝑜 edges to requester 𝑠𝑟 ≠ 𝑠𝑜 across any adaptive query se-

quence.

Theorem 2 (Blocked-label zero leakage). Under Assump-

tion 1, if 𝜆(𝑒) ∈ B then 𝑒 never enters the context of an owner-different

requester.

Proofs are immediate from the guard’s two return cases (skip

on 𝜆∈B; admit only if the counter is below 𝑏); we treat them as

the algorithm’s specification. The substantive content is the (𝜌,𝛾)-
indexed frontier below.

3.3 DP-GraphQA

Unrestricted 𝑘-hop expansion has unbounded sensitivity. We use

DP-GraphQA to degree-truncate expansion to at most 𝐷 guard-

admissible incident edges per node. Let𝑀𝐷,𝑘 be the resulting con-

text and score(𝑎) the count of retrieved edges supporting candidate
𝑎.

Lemma 1 (Bounded sensitivity). For edge-event adjacent his-

tories, |𝑀𝐷,𝑘 (G)△𝑀𝐷,𝑘 (G′) | ≤ Δ𝐷,𝑘 = 2

∑︁𝑘−1
𝑙=0

𝐷𝑙
; every score has

sensitivity at most Δ𝐷,𝑘 .

Definition 1 (DP-GraphQA).

Pr[𝑎 = 𝑎] ∝ exp

(︃
𝜀 · score(𝑎)

2Δ𝐷,𝑘

)︃
.

Theorem 3 (Answer-level privacy). DP-GraphQA is 𝜀-DP un-

der edge-event adjacency. Sequential composition gives 𝑇𝜀-DP across

𝑇 queries; group privacy costs 𝑘𝑢𝜀 per query for a user contributing

𝑘𝑢 edges.

3.4 Frontier and Separation

Theorem 4 (Privacy–utility lower bound). Consider a cross-

session QA workload with 𝑁cs questions and reuse factor 𝜌 , where 𝜌 is

the maximum number of correct answers any single determining edge

can resolve. Any policy that achieves accuracy 𝑎 on the workload must

admit at least ⌈𝑎𝑁cs/𝜌⌉ distinct victim-owned determining edges into

requester contexts. We call the inequality 𝑈 ≥ ⌈𝑎𝑁cs/𝜌⌉ the frontier
lower bound; 𝜌 is upper-bounded by the maximum bridge-entity

degree of the question–edge bipartite incidence, a structural workload

property.

A structural proxy predicts 𝜌≈9.1 on the enterprise bank vs.

fitted 𝜌=9.3; per-workload fits are in Table 9.

Theorem 5 (Frontier tightness). A deterministic budget guard

that spends its budget on determining edges attains accuracy 𝑎 at

exposure𝑈 = ⌈𝑎𝑁cs/𝜌⌉ on any workload meeting the bridge-degree

condition of Thm. 4; the upper-bound to lower-bound ratio is unity

in the asymptotic, integrality-free regime, and is bounded by 1 +
1/⌈𝑎𝑁cs/𝜌⌉ in the integer regime.

The empirical witness on the enterprise bank is a maximum gap

of 1.06× between the measured and the predicted exposure across
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the 𝑏 ∈ {0, 1, 2, 5, 10} sweep (Fig. 2). We report this constant as a

measurement, not as the theorem; the worst-case statement is the

integrality bound above.

Reconciling (𝑎=0.71,𝑈=3). At 𝜌=9.30 the bound is 𝑎𝑁 /𝜌≈3.05;
implied local 𝜌 is 40 · 0.71/3≈9.47, so 𝜌 underestimates local 𝜌 by

∼ 2%. The 1.06× is the worst upper-bound-to-lower-bound ratio,

not lower-to-measured.

Theorem 6 (Post- vs. pre-retrieval separation). Fix 𝜀,

candidate-set size 𝐿 ≥ 2, and sensitivity Δ𝐷,𝑘 . There exists a constant

𝑐 > 0 (the private-selection constant from [23, 35]) and a family of

cross-session questions with margin 𝛾 ≤ 𝑐 (Δ𝐷,𝑘/𝜀) ln𝐿 such that

every answer-level 𝜀-DP mechanism has success probability ≤ 1

2
,

while the deterministic budget guard that admits the determining

edge is correct with probability 1 at exposure 1.

Proof. Pre-retrieval side. The determining edge is unique and

admitted whenever 𝑏 ≥ 1 and the label is unblocked. Post-retrieval

lower bound. Reduce to the private-selection lower bound for

bounded-sensitivity scores [23, 35]: for 𝐿 candidates and any 𝜀-

DP selector, Pr[𝑎 = 𝑎∗] ≤ 1

2
+ 1

2
exp(−𝜀𝛾/(𝑐′Δ𝐷,𝑘 ln𝐿)). Setting

𝛾 ≤ 𝑐 (Δ𝐷,𝑘/𝜀) ln𝐿 with 𝑐=𝑐′/4 drives the bound below
1

2
. Calibra-

tion. Enterprise Δ𝐷,𝑘=18 at 𝐷=8, 𝑘=2 and 𝛾 ∈ [0.54, 1.24] at 𝜀=2
yields ≈ 1/𝐿, matching Table 10. □

What the separation does and does not say. Reducing 𝜀 at fixed

margin pushes the exponential mechanism further toward uniform;

increasing 𝐷 raises Δ𝐷,𝑘 at least as fast as 𝛾 , so 𝛾/Δ𝐷,𝑘 is bounded

above by 1 regardless of 𝐷 . The theorem does not say DP is inferior:

the deterministic guard provides no answer-level DP guarantee, so

the comparison is between mechanisms that solve different prob-

lems. Conversely, workloads where 𝛾/Δ > 1 — e.g., recommender-

style QA in which several independent edges confirm the same can-

didate and inflate the margin — are exactly where answer-level DP

becomes useful; the graph-memory QAwe benchmark is not in that

regime. Numerics. Enterprise QA has 𝐿=6,Δ𝐷,𝑘=18, 𝛾∈[0.54, 1.24];
at 𝜀=1, 𝜀𝛾/(2Δ𝐷,𝑘 ) ∈ [0.015, 0.034], the softmax over 𝐿 is near-

uniform, predicted accuracy ≈ 1/𝐿 ≈ 0.17, matching the 0.151–

0.179 row of Table 10.

3.5 Scope and Non-Goals

The certificate C is deliberately narrow. (N1) It is not a user-level

DP statement: a single user contributing 𝑘𝑢 edges to U pays the

standard group cost 𝑘𝑢𝜀 per release. (N2) It is not a full-graph

publication statement: the randomized-response release of [37]

applies only to the named candidate universe U, not to derived

analytics. (N3) It is stated for a fixed-question workload model with

reuse factor 𝜌 ; the structural proxy is tight on the workloads we

report, but a workload with a different question–edge bipartite

structure will have a different 𝜌 . (N4) The separation (Thm. 6) is

stated for the small-margin regime relevant to graph-memory recall.

Workloads with large margins relative to Δ𝐷,𝑘/𝜀 may permit post-

retrieval 𝜀-DP to be useful; we do not benchmark such workloads.

3.6 Robustness

Proposition 1 (Response transfer). A context-faithful re-

sponse can reveal no owner-different edge that was not first admitted

to the context.

Table 2: Scope of formal claims. ee = edge-event; GBC = guard-

before-context; UEA = unique-edge accounting; CF = context-

faithful response.

Claim Bound / direction Adj. Asm. Tests

Thm. 1 |𝑈𝑟,𝑜 | ≤ 𝑏 a.s. ee GBC, UEA Tab. 6, 8

Thm. 2 blocked→ 0 exposure ee GBC Tab. 6

Lem. 1 Δ ≤ 2(𝐷𝑘−1)/(𝐷−1) ee — Tab. 10

Thm. 3 𝜀-DP ee — Tab. 10

Thm. 4 𝑈 ≥ ⌈𝑎𝑁cs/𝜌 ⌉ ee — Fig. 2

Thm. 5 integrality gap ee GBC, UEA Fig. 2

Thm. 6 post-DP→ chance ee — Tab. 10

Prop. 1 𝐿 (𝑧 ) ⊆ 𝑈𝑟,𝑜 ee GBC, CF Tab. 6

Prop. 2 bound ∀𝑘 ee GBC, UEA Tab. 7

Prop. 3 policy unenforceable ee — Tab. 12

Prop. 4 radius ≥ 1+𝑑 flips ee — Tab. 12

Proposition 2 (Multi-hop invariance). Increasing the hop

radius changes the candidate frontier but not the budget bound of

Thm. 1.

Proposition 3 (Provenance necessity). If owner or sensitivity

is misreported, the certificate applies to the corrupted provenance.

Proposition 4 (Neighbor-shadow certified radius). Under

neighbor-shadow labeling, a sensitive edge with 𝑑 sensitive neighbors

remains blocked against fewer than 1+𝑑 coordinated label flips in its

closed sensitive neighborhood.

Corollary 1 (Colluding reqesters). With per-pair budgets,

𝑟 colluding requesters can observe at most 𝑟𝑏 distinct owner-𝑠𝑜 edges.

The owner-level shared-counter variant caps the union at 𝑏 regardless

of 𝑟 , at the cost of fairness across requesters. In practice the union

saturates at the victim’s reachable cross-session edge surface, which

on the enterprise bank is 9; so the owner-level counter improves the

realized union from 9 (per-pair, 𝑟=10) to 5 (𝑏), not from 𝑟𝑏=50 to 5 as

a naive count would suggest. We state the binding constraint as the

entity surface, not 𝑟𝑏, throughout.

Proof sketch. Subadditivity over the per-pair certificates gives

the 𝑟𝑏 ceiling; the shared counter forces a single recursion and

inherits Thm. 1. The saturation argument follows from |𝑈𝑟,𝑜 | ≤ |𝜕𝑠𝑜 |
where 𝜕𝑠𝑜 is the set of cross-session edges incident to 𝑠𝑜 reachable

by any requester. □

Table 2 maps each formal statement to its assumptions and exper-

imental anchor. Read it as a claim ledger: Thms. 1–2 and Props. 1–2

are algorithmic specifications; Thms. 4–5 and Thm. 6 are the load-

bearing structural statements.

4 GraphMemShield Framework

We organize the framework around four moving parts: a trace

schema shared by all deployments, a small library of audit attacks

that exercise the threat model, six policy baselines that fix retrieval

semantics, and an audit harness that records every retrieval event

in a uniform row format.

Running example. We thread one concrete write–retrieve–audit

slice through the rest of the paper. Owner 𝑠𝑜 writes the edge
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(u_clinic, visited, cardiology) with sensitivity 𝜆=medical at 𝑡=1.
At 𝑡=2 a different requester 𝑠𝑟 asks “which clinics does u_clinic

use?”; the 2-hop expansion around u_clinic surfaces the edge as a
candidate. Under unguarded retrieval the edge enters the context

and the response either reveals cardiology or hints at it; under

the bounded policy at 𝑏=5 the edge is blocked because 𝜆∈B re-

gardless of the counter, and a sibling non-sensitive edge (u_clinic,
member_of, health_plan) may consume a counter slot instead.

The corresponding audit row separates the skipped sensitive edge

from the admitted non-sensitive edge: it records the admitted

cross-session count |𝑈𝑟,𝑜 |, response-edge leakage, sensitive terms,

and certificate (𝛼=1, 𝑏=5,Bent). This slice is the smallest unit of

evidence we generate; the experimental tables aggregate the same

row format across seeds, workloads, and deployments.

Trace schema. Traces are JSONL records with the following fields:

session_id, user_id (pseudonymous), timestamp, domain, text (the

natural-language utterance the triple was extracted from), entities

(list of spans), and a list of provenance-tagged edges of the form

(𝑠, 𝑟, 𝑜, 𝜋) where 𝜋 carries the (owner, user, turn, sensitivity, 𝑡𝑠) tu-
ple from Section 2. The schema is intentionally close to existing

GraphRAG and agent-memory exports: an extracted triple; a re-

trieval event records (𝑞, 𝑠𝑟 , 𝑘), the admitted subgraph 𝐶 , and the

audit row produced by the harness. The same schema backs syn-

thetic fixtures, MultiWOZ-derived traces, the approved internal

RAG export, and the LangGraph/Mem0 integration tests, so poli-

cies and metrics are portable across deployments.

Audit attacks. (i) Cross-session probing. An attacker session 𝑠𝑎
issues a budgeted query bank drawn from observed entity vocabu-

lary; for each query we record the number of returned edges with

owner = 𝑠𝑜 ≠ 𝑠𝑎 , the unique-edge count |𝑈𝑟,𝑜 |, and the response-

leakage count after generation. (ii) Adaptive probing. The attacker

conditions follow-up queries on the previously returned subgraph.

We instantiate three variants in order of increasing strength: (a)

token-frequency (ranks tokens by frequency in the returned sub-

graph), (b) degree-aware (ranks by node degree in the candidate ex-

pansion), (c) LLM-planner (an OpenAI-hosted planner that proposes

the next probe from the serialised subgraph and the leak target). The

LLM-planner is the strongest in our suite: it generated 6 follow-up

probes on the enterprise bank and admitted 9 unique victim edges

unguarded, more than the ≤ 4 admitted by the degree-aware vari-

ant. Under bounded 𝑏=5 all three variants converge to 3–4 admitted

edges — the unique-edge cap of Thm. 1 is the binding constraint

regardless of probe quality. We report queries-to-saturation along-

side unique-edge counts so that a stronger future attacker shifts the

saturation curve without changing the cap. (iii) Response scoring.

A deterministic scorer matches edge tuples and sensitive terms in

the generated text by exact match and by a synonym table (seman-

tic variant). We report both because exact match underestimates

leakage when the generator paraphrases. (iv) Session-link auditing.

Each session is encoded as a feature multiset (relation counts, sen-

sitivity bigrams, motif counts, degree histogram, 1-WL hash); the

learned variant trains a logistic linker on a source workload and

tests transfer to held-out deployments. We treat learned linkage as

a fixture-regularity diagnostic rather than a transferable attack.

Table 3: Policy baselines compared in Table 6. Each policy

is the conjunction of an owner check and a label check;

bounded variants add a counter.

Policy Predicate Certificate

Global 1 (𝛼=1, 𝑏=∞, ∅)
Owner-only 𝑠 (𝑒 ) = 𝑠𝑟 (𝛼=0, 𝑏=0, ∅)
Label-only 𝜆 (𝑒 ) ∉ B (𝛼=1, 𝑏=∞, B)
Owner+label 𝑠 (𝑒 ) = 𝑠𝑟 ∨ 𝜆 (𝑒 ) ∉ B (𝛼=1, 𝑏=∞, B) ∪ {own}
Bounded

per-pair

Alg. 1, counter

𝑐 (𝑠𝑟 , 𝑠 (𝑒 ) )
(𝛼=1, 𝑏, B)

Bounded

owner-lvl

shared counter

𝑐 (∗, 𝑠 (𝑒 ) )
same, union cap 𝑏

Policy baselines and GraphMemGuard. We compare six poli-

cies that a system builder plausibly deploys (Table 3): global

retrieval, owner-only isolation, label-only filtering, owner-plus-

label, per-pair bounded sharing, and owner-level bounded sharing.

GraphMemGuard is the budgeted member. We say plainly what

these mechanisms are: the per-pair and owner-level variants are

provenance/attribute-based access control with a unique-edge

counter, a standard primitive made specific to KG memory. The

contribution is the framing (the counter operates at the retrieval

boundary, before context assembly), the certificate (𝛼,𝑏,B) it emits

to operators, and the measurement that the counter is the binding

constraint under adaptive attack.

We use Table 3 as the implementation contract for the evaluation:

every empirical policy is a concrete predicate over owner prove-

nance, sensitivity labels, and, for bounded variants, a unique-edge

counter. This lets us trace later leakage numbers back to the same

certificate tuple rather than to ad hoc filtering.

Γ(𝑒, 𝑠𝑟 ) =

1, 𝑠 (𝑒) = 𝑠𝑟 ,

0, 𝜆(𝑒) ∈ B,
𝛼 · 1

[︁
𝑐 (𝑠𝑟 , 𝑠 (𝑒)) < 𝑏

]︁
, 𝑠 (𝑒) ≠ 𝑠𝑟 .

The owner-level variant replaces 𝑐 (𝑠𝑟 , 𝑠 (𝑒)) by a shared 𝑐 (∗, 𝑠 (𝑒))
counter so that colluding requesters share a single budget per owner.

Algorithm 1 gives the operational form; admission and counter

update are atomic, so two concurrent requesters cannot each believe

they hold the same slot. Lemmas 1–2 correspond directly to its two

return cases.

Answer release. We layer DP-GraphQA on top of the guarded

context: it degree-truncates, computes answer-support scores, and

samples by the exponential mechanism of Definition 1. The guard

controlswhich edges enter the context; DP-GraphQA controlswhich

answer leaves it. We treat the two as separable policy points: a de-

ployment may enable the guard without DP-GraphQA (our recom-

mended default for collaborative workloads), DP-GraphQA with-

out the guard only when the application accepts the unguarded

context and needs a single private answer, or both (audit-grade

single-answer release). The deployment-recipe table in Section 6

pairs each combination with its evidence anchor.

Threat-to-metric mapping. Table 4 pairs each adversary class

from Section 2 with the audit modules that exercise it and the

headline metric that summarizes the result. Operators can read
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Algorithm 1 GraphMemGuard read-time policy Γ𝛼,𝑏,B .

Require: query 𝑞, requester 𝑠𝑟 , hop radius 𝑘 , graph G𝑡 , certificate
(𝛼,𝑏,B)

1: 𝐶 ← ∅; 𝐹 ← Seeds(𝑞,G𝑡 )
2: for depth = 1 to 𝑘 do

3: 𝐹 ′ ← ∅
4: for 𝑒 ∈ Expand(𝐹,G𝑡 ) do
5: if 𝑠 (𝑒) = 𝑠𝑟 then

6: 𝐶 ← 𝐶 ∪ {𝑒}; 𝐹 ′ ← 𝐹 ′ ∪ Endpoints(𝑒)
7: else if 𝜆(𝑒) ∈ B then

8: continue {Thm. 2}

9: else if 𝛼 = 1 and 𝑐 (𝑠𝑟 , 𝑠 (𝑒)) < 𝑏 and 𝑒 ∉ 𝐶 then

10: 𝑐 (𝑠𝑟 , 𝑠 (𝑒)) += 1 atomically

11: 𝐶 ← 𝐶 ∪ {𝑒}; 𝐹 ′ ← 𝐹 ′ ∪ Endpoints(𝑒)
12: end if

13: end for

14: 𝐹 ← 𝐹 ′

15: end for

16: return 𝐶{|𝐶 ∩ 𝐸𝑠𝑜 | ≤ 𝑏 a.s. by Thm. 1}

Table 4: Threat-to-metric coverage. Each row pairs an adver-

sary with the modules that exercise it, the headline metric,

and the policy that bounds it.

Adversary Modules Headline Policy

A𝑔 cross-session,

adaptive

|𝑈𝑟,𝑜 | bounded 𝑏

A𝑏 response scoring resp. edges bounded 𝑏

A𝑤 write-time

poisoning

admitted-edge

composition

rate-limited

Π
A𝑔 (𝑟

collude)

cross-session union | ∪𝑈𝑟,𝑜 | owner-level

𝑏

labeler corruption sweep recovered

exposure

sticky+

shadow

the table as a coverage matrix: the policy column states which

GraphMemGuard setting is sufficient, and the empirical anchor

states where that policy’s behavior is reported.

Audit harness. The harness records every retrieval event as a row

(system, dataset, experiment, condition, metric, value) so that results

can be cross-checked against the threat-to-metric mapping. Per

attack we log: query bank size, queries-to-saturation, unique-edge

count |𝑈𝑟,𝑜 |, response-edge count, sensitive-term count, and when

relevant the answer margin and the truncated sensitivity Δ𝐷,𝑘 . Per

workload we log: graph order/size, session count, sensitivity-label

distribution, and the fitted reuse factor 𝜌 . The same row schema

is used for synthetic, persistent, HTTP, LangGraph, and Mem0

deployments.

An external baseline we run. We instantiate one external-style

baseline beyond the trivial endpoints: label-only filtering is the read-

time analogue of a 𝑘-anonymity / ℓ-diversity sensitivity release

[22, 36], in which the protected attribute (the sensitivity label) is

the only blocking criterion and no quantitative bound on cross-

session edges is enforced. We do not implement DP graph release

Table 5:Workload statistics. |𝑉 |/|𝐸 | are graph order/size; 𝑆 ses-

sions; 𝜌 the fitted reuse factor; B-cov. is the fraction of edges

carrying a B-labelled tag. Mem0 is a framework-integration

fixture, not a benchmark workload.

Workload |𝑉 | |𝐸 | 𝑆 𝜌 ↑ B-cov.

Synthetic 134 159 60 — 0.12

Docker 36 48 12 — 0.10

Enterprise 162 2,304 192 9.30 0.18

Public HTTP 2,708 36,408 955 1.21 0.04

Internal RAG — 2,100 60 1.07 0.05

Enron 179 447 — 1.43 0.08

LangGraph 162 2,304 192 9.30 0.18

CoAuth-OGB sub. 1,024 7,860 128 4.40 0.15

Mem0 (fixture) — 40 — — —

[17, 19] or DP-GNN training [8, 31] because those mechanisms

publish a static derived graph or a trained model and have no read-

time admission decision for our headline metric (|𝑈𝑟,𝑜 | on a live

retrieval). We flag this gap explicitly: calibrating against a read-time

variant of either, e.g., a DP-released edge mask consulted by the

guard, is a natural extension.

5 Implementation and Datasets

Artifact. We ingest JSONL traces into either an in-process graph

or a persistent property-graph adapter (SQLite-backed; optional

Kuzu when the Python package is available), and the same harness

exercises a live HTTP /retrieve service so that policies can be

audited above a concrete backend. Forty-four unit tests cover in-

gestion, retrieval, attacks, defenses, and metrics; every experiment

writes JSON, CSV, and Markdown rows with fields system, dataset,

experiment, condition, metric, value.

Workloads. Table 5 summarizes the eight workloads we au-

dit. They span deterministic generators (synthetic, enterprise),

deployment-style read paths (Docker, LangGraph, Mem0), public

corpora (MultiWOZ, Enron), and a de-identified internal export.

The evaluationmix is deliberate: enterprise and LangGraph share

the same graph so backend effects can be isolated, whereas Public

HTTP and Internal RAG have low fitted reuse factors and therefore

represent the harder privacy–utility regime. Mem0 (40-edge fix-

ture, mem0ai +Qdrant +OpenAI) is a framework-integration check,

italicised in result tables, not a benchmark workload. CoAuth-OGB

sub. is a non-author-generated external-validation workload: we

sub-sample OGB ogbl-collab [16] to 1,024 nodes by bridge-degree
thresholding (target 𝜌∈[4, 5]), label 15% of edges as B-sensitive, and
synthesize 128 session windows by temporal slicing.

Utility metrics. We report two utility surfaces: (i) utility reten-

tion, the fraction of non-sensitive edges reachable for cross-session

queries relative to unguarded; and (ii) graph-QA accuracy on a

deterministic question bank with 𝑁cs=40 cross-session questions

on the enterprise bank and 𝑁cs∈{36, 100} on the other workloads

(Tab. 9). For DP-GraphQA we additionally log the empirical mar-

gin 𝛾 = score(𝑎∗) −max𝑎≠𝑎∗ score(𝑎) and the truncated sensitivity

Δ𝐷,𝑘 , since Thm. 6 predicts that the success rate is governed by

𝜀𝛾/Δ𝐷,𝑘 .
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Throughput. End-to-end on the HTTP /retrieve service

(SQLite-backed, single thread, M2 laptop) we measure 1,820 ± 40
qps unguarded and 1,610 ± 50 qps at 𝑏=5 (≈12% overhead from the

per-candidate hash lookup and counter upsert).

Reproducibility. A reproduction script regenerates every table

and figure from 10 seeds per workload; CIs are Student-𝑡 at 95%.

The artifact exposes deterministic generators for synthetic, Docker,

and enterprise workloads, and configurable loaders for MultiWOZ,

Enron, the internal RAG export, and the LangGraph/Mem0 inte-

grations. Adapter details, unit-test inventory, and the GenAI usage

disclosure are bundled with the anonymized artifact.

6 Experimental Evaluation

Setup. RQ1: how much cross-session leakage does unguarded

retrieval expose? RQ2: how do owner-only, label-only, bounded,

and DP policies trade leakage for QA utility? RQ3: do adap-

tive probes, learned linkage, and LangGraph/Mem0 integra-

tions change the conclusion? Enterprise experiments use 𝑘=2,

Bent={medical, financial, secret}, and bounded 𝑏=5 unless stated;

ten seeds with 95% CIs. We distinguish three reporting modes:

single-run (when stated), 10-seedmean±CI (default), and full pipeline
(end-to-end leak after generation).

6.1 RQ1–RQ2: Policy Comparison

Finding. In the audited retrieval settings, unguarded retrieval admits

victim-owned edges; owner-only isolation removes leakage but

collapses cross-session QA; bounded sharing is the auditable middle

ground only on high-𝜌 workloads. On the low-𝜌 workloads (Public

HTTP, Internal RAG) bounded sharing collapses to owner-only

isolation (cross-session accuracy 0.04–0.05), and operators should

pick strict isolation rather than tune 𝑏.

Read Table 6 row-wise within each workload. Global retrieval

preserves QA but leaks; owner-only removes both; bounded sharing

keeps the leakage at the configured cap and retains utility onlywhen

the workload has enough determining edges. The enterprise bank

(𝜌=9.30) works; on Public HTTP and Internal RAG (𝜌 ∈ [1.07, 1.21])
the utility ceiling at any 𝑏 is 𝜌𝑏/𝑁cs ≈ 0.05 (Thm. 4), matching the

measurement.

Operating-point convention. One consistent headline for the en-

terprise bank: at configured budget 𝑏=5, realized exposure is 3.0± 0
admitted victim edges (seeds saturate at the entity surface, Cor. 1)

and cross-session accuracy is 0.71. We write “configured 𝑏=5” for

the parameter and “realized exposure 3” for the measurement. The

𝑏=10 row in Table 8 is the frontier sweep, not the headline.

External baseline. We compare against label-only filtering, the

read-time analogue of prior sensitivity-attribute releases [22, 36]:

it shares B with GraphMemGuard but applies no quantitative

bound on cross-session edges. On the enterprise bank label-only

leaks 1 victim edge per query at cross-session accuracy 0.95; per-

pair bounded 𝑏=5 leaks 3 at 0.71. Label-only carries higher single-

query utility but is brittle to aggregation attacks (under 𝑃=500

benign injections label-only’s response-leakage rises linearly while

bounded 𝑏=5 stays at the cap); bounded sharing’s gain is on the

adversarial composition surface, not a single query.

Table 6: Primary policy comparison. “Resp.” is final-text

victim-edge leakage; “QA” is cross-session accuracy. Bounded
𝑏=5 ranked admits the top-𝑏 candidates by retrieval score

instead of insertion order. Label-only on the low-B-coverage
workloads (HTTP, RAG, see Tab. 5) leaks nearly all cross-

session edges; the low Leaks numbers there reflect the small

B-tagged surface, not effective filtering.

Workload Policy Leaks ↓ Resp. ↓ QA ↑

Enterprise Global 12 6 1.00

Enterprise Owner-only 0 0 0.00

Enterprise Label-only 1 1 0.95

Enterprise Bounded 𝑏=5 3 3 0.71

Enterprise Bounded 𝑏=5 ranked 3 3 0.74

Public HTTP Global 67 67 1.00

Public HTTP Label-only (B-sparse) 4 4 0.95

Public HTTP Bounded 𝑏=5 5 5 0.05

Internal RAG Global 35 35 1.00

Internal RAG Label-only (B-sparse) 3 3 0.94

Internal RAG Bounded 𝑏=5 5 5 0.04

CoAuth-OGB Global 28 18 1.00

CoAuth-OGB Bounded 𝑏=5 5 5 0.58

Table 7: Multi-hop saturation on the enterprise benchmark

(10 seeds, 95% CI).

Hop 𝑘 Unguarded ↓ Bounded 𝑏=5 ↓ Hybrid pipe.

1 9.2 ± 0.6 3.0 ± 0.0 —

2 11.7 ± 0.5 3.0 ± 0.0 11.8 ± 0.6
3 11.8 ± 0.5 3.0 ± 0.0 —

Multi-hop saturation. Unguarded leakage rises from 9.2 ± 0.6 at
𝑘=1 to 11.7± 0.5 at 𝑘=2 with no significant third-hop gain (Table 7);

bounded sharing stays at three edges for every 𝑘 (Prop. 2). Each

additional hop multiplies the candidate surface but not the admitted

surface, since the counter is per requester–owner pair, not per hop.

Running example, instantiated. The cardiology slice from Sec-

tion 4: unguarded, the response contains cardiology and the victim
edge is one of the 12 enterprise leaks (Global row). At 𝑏=5, the med-

ical label takes the B-skip branch of Algorithm 1; admitted set is

three non-medical cross-session edges, response has zero B-labeled
terms, audit row ( |𝑈𝑟,𝑜 |=3, resp.=3,QA=0.71).

6.2 Graph-QA Utility and the Frontier

Finding. Cross-session accuracy climbs toward the exposure budget.

The measured trajectory tracks the frontier lower bound to within

1.06× on the enterprise bank (worst upper-bound-to-lower-bound

ratio across the sweep); the low-𝜌 regime on HTTP and Internal

RAG predicts the 0.05/0.04 accuracy in Table 6.

The first few admitted edges buy most of the recoverable ac-

curacy; increasing 𝑏 beyond the saturated edge set does not raise

leakage (realized exposure saturates at 3 even at configured 𝑏=10 —

the entity-surface limit of Cor. 1).

Estimating 𝜌 and the external workload. We fit 𝜌 by constrained

least-squares on the 𝑏 ∈ {0, 1, 2, 5, 10} sweep. The structural proxy
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Table 8: Enterprise graph-QA utility vs. exposure. “Leaks” is

the realized admitted-victim-edge count; configured budget

is the row label. The 𝑏=5 row is the headline operating point

used elsewhere in the paper.

Policy Acc@1 ↑ Cross-sess. ↑ Leaks ↓

Unguarded 0.96 ± 0.02 0.95 ± 0.03 12

Strict 𝑏=0 0.66 ± 0.03 0.00 ± 0.00 0

Bounded 𝑏=1 0.69 ± 0.03 0.22 ± 0.04 1

Bounded 𝑏=2 0.74 ± 0.03 0.44 ± 0.04 2

Bounded 𝑏=5 0.83 ± 0.02 0.71 ± 0.04 3

Bounded 𝑏=10 0.85 ± 0.02 0.76 ± 0.04 3

Table 9: Reuse factor across workloads. 𝜌str is the max

bridge-entity degree; 𝜌95
str

the 95th-percentile alternative (ro-

bust to single-hub outliers). CoAuth-OGB is the non-author-

generated external-validation row.

Workload 𝑁cs 𝜌 ↑ 𝜌str ↑ 𝜌95

str
gap ↓

Enterprise 40 9.30 9.10 8.7 2.2%

Public HTTP 100 1.21 1.18 1.1 2.5%

Internal RAG 100 1.07 1.10 1.0 2.7%

Enron 36 1.43 1.35 1.3 5.6%

CoAuth-OGB 80 4.40 4.55 4.2 3.3%

𝜌str is the max bridge-entity degree in the question–edge bipartite

incidence; the 95th-percentile alternative 𝜌95
str

is robust to single

high-degree hubs and agrees with 𝜌 within 7% (Table 9, last column).

Both proxies are within ∼ 5% of 𝜌 on the five non-fixture work-

loads in Table 9. To address external validation, we sub-sample the

OGB ogbl-collab co-authorship graph to target 𝜌∈[4, 5] (CoAuth-
OGB sub., see Sec. 5); the bounded-sharing sweep tracks the lower

bound to within 1.08× (Fig. 2 green) and delivers 0.58 cross-session

accuracy at 5 admitted edges (Tab. 6). This supports the high-𝜌

interpretation beyond the author-generated enterprise graph.

Figure 2 visualizes the bound: measured points sit on or above

⌈𝑎𝑁cs/𝜌⌉ (no measurement below the bound; the gap to the contin-

uous line is the ∼ 2% fit error in 𝜌).

6.3 DP-GraphQA: the Separation Witness

Finding. DP-GraphQA is provably 𝜀-DP but collapses to chance

because measured margins (0.54–1.24) are too small for the required

accuracy, consistent with Thm. 6. This is an empirical witness of the

small-margin regime, not a claim that DP is fundamentally weaker

than access control.

Raising 𝐷 exposes more candidate support but also raises sensi-

tivity, so the exponential mechanism still sees margins too small to

separate the right answer (Table 10).

6.4 RQ3: HTTP, Framework, Adaptive

Across the deployment paths we tested, the same leak-then-bound

pattern reappears: unguarded retrieval admits victim-owned edges,

and bounded sharing caps the count at 𝑏 regardless of backend.

Public HTTP (MultiWOZ 36k-edge trace). A local /retrieve ser-

vice over a SQLite-backed persistent graph. Global retrieval leaks 67
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Figure 2: Privacy–utility frontier. Enterprise (red) and non-

author-generated CoAuth-OGB (green) bounded-sharing

points both sit on the integrality bound, with worst gap 1.06×
(enterprise) and 1.08× (CoAuth-OGB).
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Figure 3: DP-GraphQA accuracy stays far below the deter-

ministic ceiling at usable 𝜀. Small answer margins (0.54–1.24)

let exponential-mechanism noise dominate, the empirical

signature of Thm. 6.

Table 10: DP-GraphQA on enterprise QA (ten seeds).

𝐷 𝜀 Acc. ↑ Cross ↑ Leaks ↓ Margin ↑

2 0.5 0.151 0.083 2 0.54

2 2.0 0.174 0.200 2 0.54

4 1.0 0.151 0.100 4 0.78

4 4.0 0.173 0.117 4 0.78

8 2.0 0.179 0.217 5 1.24

8 det. 0.613 0.633 3 —

unguarded victim edges across serialised JSON responses; bounded

𝑏=5 caps the count at 5. Cross-session QA is 0.05 at the cap be-

cause 𝜌HTTP≈1, in line with the frontier (Tab. 9). For this workload

the recommendation is strict isolation, not bounded sharing: the

cap is attained but no useful cross-session utility remains. Inter-

nal OpenAI/TraceKG export (2,100 edges). Evaluated locally on a

de-identified DialogueRecord schema. Global leaks 35 victim edges

and 35 response edges; bounded 𝑏=5 caps both at 5, 0.04 cross-

session QA at the binding cap. LangGraph. A real StateGraph
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Table 11: Colluding requesters at𝑏=5 (enterprise bank). Union

exposure under per-pair vs. owner-level shared counter, ten

seeds. 𝑟𝑏 is the loose combinatorial upper bound

𝑟 Per-pair union ↓ Owner-level union ↓ 𝑟𝑏 (loose)

1 3 3 5

2 5 4 10

5 8 5 25

10 9 5 50

wraps the enterprise KG: unguarded leaks 12 victim edges and 6

response triples; bounded𝑏=5 yields 3 and 3.Mem0 (40-edge fixture).

mem0ai +Qdrant +OpenAI integration check: 10 of 12 admitted un-

guarded, 3 bounded. Adaptive probes (token, degree, LLM-planner)

saturate the unguarded surface in 3–6 queries but stay below seven

admitted edges under bounded sharing; the OpenAI planner leaks

nine unique edges unguarded then collapses to three at 𝑏=5. Cross-

deployment session linkage: mean Top-1 0.093 (range 0.08–0.11) vs.

a structural hashed-embedding baseline of 0.042 — we treat it as a

fixture-regularity diagnostic, not a transferable attack.

6.5 Write-Time Poisoning and Collusion

Finding. Bounded sharing remains unique-edge bounded under

write-time poisoning and colluding requesters; the union exposure

under collusion is cut from the entity-surface ceiling (9 on the

enterprise bank) to 𝑏=5 when the operator opts for the owner-level

shared counter.

Poisoning.We inject 𝑃 ∈ {50, 100, 250, 500} benign-looking edges
sharing entity endpoints with the victim and re-run the audit.

Unique-edge admissions under 𝑏=5 stay at 5 ± 0 across all 𝑃 , as

Thm. 1 requires; the composition of which non-sensitive edges oc-

cupy the budget shifts toward poisoned endpoints, so poisoning is

a utility attack (cross-session QA drops from 0.71 to 0.58 at 𝑃=500)

rather than a leakage attack.

Collusion. We run 𝑟 ∈ {1, 2, 5, 10} colluding requesters under

both per-pair and owner-level guards (Table 11). Per-pair union

grows roughly linearly in 𝑟 until the entity surface saturates at 9;

the owner-level guard holds the union at 𝑏=5 regardless of 𝑟 , at the

cost of cross-requester fairness. The combinatorial 𝑟𝑏 worst-case

is loose: the binding constraint at large 𝑟 is the victim’s reachable

cross-session edge surface, so the owner-level counter improves

the realized union from 9 to 5 at 𝑟=10, not from 50 to 5.

Worked deployment. Under Cent = (𝛼=1, 𝑏=5,Bent), a requester
issuing 50 enterprise QA queries saturates the counter at 𝑐=5 by

query 12; queries 13–50 expand the candidate surface without ad-

mitting further owner-𝑠𝑜 edges. The audit row records exactly the

trajectory predicted by Thms. 1–4; aggregated over ten seeds the

admitted count is 3.0 ± 0.

6.6 Take-Aways and Stress Tests

Three regularities hold across the audited workloads. (R1) Un-

guarded retrieval admits victim-owned edges; magnitude scales

with the entity surface (12 enterprise, 35 internal RAG, 67 Multi-

WOZ). (R2) Bounded sharing caps the admitted count at 𝑏; the QA

cost is a function of 𝜌 (Tab. 9), not of size. (R3) Stronger probes

Table 12: Auxiliary stress tests (10 seeds).

Stress test Result / direction

Hybrid pipeline (sens. terms) 7.9 ± 0.7
OpenAI planner probe (victim edges) 9 unique

Cross-deployment link transfer Top-1 0.093 (struct. 0.042)

Semantic-vs-lexical reduction (MultiWOZ) 44–63%

Poisoning: cap holds at 𝑏=5? yes

Collusion 𝑟=10 per-pair / owner-level 9/5
Sticky+neighbor-shadow @ 50% flips ≡ no-corruption

(adaptive, LLM-planned, learned linker, multi-hop) only accelerate

saturation. Continual observation (𝑇=100): the counter saturates

at 𝑏=5 by 𝑡=12 and stays flat; DP-GraphQA accumulates 𝑇𝜀 com-

position cost yet remains near chance. Five stress tests (Table 12)

confirm the unique-edge cap holds.Hybrid pipeline.The full pipeline

(retrieval + LangGraph + generator) leaks 11.8±0.6 victim edges and

7.9±0.7 sensitive terms unguarded; bounded 𝑏=5 yields three edges

and zero sensitive terms (Thm. 2). The semantic scorer recovers

44–63% more leakage than the lexical scorer unguarded, narrowing

to 4–11% under bounded sharing.

7 Discussion, Scope, and Ethics

What the results establish. In our setting, graph-memory expo-

sure is determined first by what the retrieval guard admits, not

by what the generator later removes. Global expansion carries

victim-owned edges across sessions; owner-only isolation kills

cross-session utility; bounded sharing tracks the frontier within

1.06× on the enterprise bank. Post-retrieval DP adds an 𝜀-edge-

event guarantee, but Thm. 6 and Table 10 show that its utility is

empirically weak when answer margins are small. The operational

rule: bound exposure before the context is built; use answer-level

DP only when the application can afford the margin cost. We do not

frame the deterministic-vs-DP comparison as a separation in the

information-theoretic sense; the two mechanisms answer different

questions (admission vs. release).

What bounded 𝑏 buys over B. B does the hard work for single-

edge harms: if the cardiology label is in B, Thm. 2 guarantees the

edge never enters another context; if the label is missing, 𝑏 cannot

recover it. What 𝑏 adds is aggregation control: many non-sensitive

edges can compose to disclose a sensitive fact about the owner, and

the count cap bounds how many such composables a requester or

a colluding group can see. Table 11: with 𝑟=10 colluders, owner-

level 𝑏=5 caps the union at 5, whereas B alone permits the full 9-

edge entity-surface union. We position 𝑏 as an aggregation defense

layered on B, not a substitute.

What is and is not novel. The two mechanisms (provenance-

aware access control with a unique-edge counter; degree-truncated

exponential mechanism) are textbook. What is new is the framing:

identifying the retrieval boundary of a live, multi-user, append-only

KG memory as the policy point, defining a portable trace schema

and metric stack across eight workloads, indexing the privacy–

utility region by a structural reuse factor 𝜌 , and naming the small-

margin regime in which answer-level DP empirically collapses. The
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contribution lives in the benchmark and the structural calculus, not

the mechanisms.

Regime-aware operator guidance. Two defaults: low-𝜌 deploy-

ments (𝜌≈1) should prefer owner-only isolation plus per-task es-

calation (bounded sharing recovers ≤ 0.05 accuracy, and the cap

adds little over B at 𝑟=1); high-𝜌 deployments (𝜌≫1) should adopt

bounded sharing because recoverable utility per unit exposure is

real (0.71 at 3 edges). Operators pre-screen the regime by computing

𝜌str on their question–edge incidence.

Failure modes and monitors. Label corruption voids Thm. 2 for

affected edges; Prop. 4 bounds the certified radius, and sticky+

neighbor-shadow labeling propagates the bound at 50% uniform cor-

ruption (Tab. 12). Recipes: sticky labels for single-edge downgrade,

neighbor-shadow for coordinated downgrade (Prop. 4), majority

vote for labeler disagreement, sticky+shadow for mixed adversaries.

Write-time poisoning is a utility attack, not a leakage attack. The

certificate binds leakage only when P1–P3 of Section 2 hold; the ar-

tifact includes runtime-monitor checks for immutable provenance,

guard-before-context, counter atomicity, policy stability, sensitivity

coverage, and 𝜌 drift. On a violation, triage: inspect the certifi-

cate diff, replay, check coverage, verify atomicity. Non-uniform

adversarial flips beyond the certified radius are out of scope.

Calibration, external validation, deployment. 𝜌str tracks 𝜌 within

∼ 5% on the five non-fixture workloads reported in Table 9; the au-

dit row exposes both. We recommend re-fitting on a sliding window

when sensitivity- or relation-frequency drift exceeds 20%. Our inter-

nal RAG trace is approved/de-identified but cannot be shared; the

next step is to release the JSONL schema and harness for third-party

runs and partner to release a de-identified communication graph.

Five deployment recipes: strict isolation (0, 0,B) (Tab. 6); bounded
sharing (𝛼=1, 𝑏=5,B) default (Fig. 2);+DP-GraphQAwhen answer-

level DP is required (Tab. 10); owner-level shared counter under col-

lusion (Tab. 11); sticky+neighbor-shadow for label noise (Tab. 12).

Limitations. (L1) The benchmark skews toward dialogue, RAG-

style, and co-authorship memory; code-assistant, recommender,

and EHR graphs are absent. (L2) Response-leakage scoring assumes

context-faithful generation; the lexical scorer underestimates para-

phrased leakage by 44–63%. (L3) The guard is not user-level DP, and

DP-GraphQA pays 𝑘𝑢𝜀 group privacy per query. (L4) Provenance-

mitigation does not model a strategically adversarial labeler. (L5)

The high-𝜌 headline does not transfer to 𝜌≈1 workloads. (L6) The
question banks are deterministic; production query distributions

are skewed and the cap saturates faster on hot queries. (L7) We do

not include a flat-chunk-RAG control, so leakage modes specific

to graph memory vs. document RAG remain. (L8) The formal ap-

paratus marks algorithmic specifications (Thms. 1–2, Props. 1–2);

load-bearing structural results are Thms. 4–5 and Thm. 6.

Ethics. The approved internal trace is de-identified, exported via

the public schema, and evaluated only locally. All other datasets are

synthetic, public, or de-identified. We release the suite for defensive

auditing. Operators should publish the active (𝛼,𝑏,B) certificate,
the budget granularity, and the resulting curves; broader production

use requires organizational review.

8 Related Work

Model-side memory leakage. LLMs memorize and emit training

data under crafted prompts [4, 5] and the effect persists in fine-

tuned conversational systems [24]. These attacks audit the model

parameters; we audit a separate object, the external provenance-

tagged graph the model reads from.

Long-term and graph-based agent memory. Generative agents

[28], MemoryBank/MemGPT [27, 42], GraphRAG [12], and surveys

[38] introduce long-term or graph-indexed memory across sessions;

agentic systems [33, 39] sharpen the same boundary once mem-

ory enters the action loop. These systems motivate the substrate;

our contribution is to make the cross-session retrieval boundary

measurable and auditable.

RAG privacy. RAG [2, 13, 18, 20] leakage was formalized by Zeng

et al. [40] and Qi et al. [30], extended to graph-backed RAG byWang

et al. [21]. The protected object is an indexed document chunk; ours

is a retrieval context admitted by policy from a live multi-user KG.

Graph privacy. Link-stealing [15], model inversion [41], and

embedding leakage [9] target trained GNNs; DP graph release

[14, 17, 19] and DP-GNN [8, 31] give static guarantees; 𝑘-anonymity

/ ℓ-diversity [22, 36] protect released tables. We address the live

retrieval pipeline of an evolving multi-user memory; DP-GraphQA

reuses the exponential mechanism [23] with smooth-sensitivity-

style degree truncation [25]. We did not benchmark DP-GNN or

DP graph release directly because both publish a static artifact and

have no read-time admission decision (category mismatch); the

closest read-time analogue, label-only filtering, is reported in Ta-

ble 6. A natural extension is to consult a DP-released edge mask at

admission, which we flag as future work.

Membership inference, provenance, continual observation. Mem-

bership inference [34, 35] and behavioral-trace fingerprinting [1]

target training data or trajectory identity; we port the fingerprinting

idea to a retrieval-time artifact. Database provenance [3, 7, 29] estab-

lished why/where/how-provenance for audit pipelines; GraphMem-

Guard specialises this to KG memory. We adopt continual observa-

tion [10, 11] for the answer-level release (each DP-GraphQA query

costs𝑇𝜀); adaptive attackers follow [32]. Our frontier (Thm. 4) is in

the structural-workloads style [6, 14, 26], tying the privacy/utility

region to a workload-derived 𝜌 computable from graph features.

Graph-backed agent memory work [12, 38] does not distinguish

single- from multi-user deployments; we make that distinction

explicit. Thus the protected object in this paper is neither model

weights, a published graph, nor a document chunk; it is the live

retrieval context assembled for another session.

9 Conclusion

What leaks when a graph-backed assistant shares memory across

sessions, and what does a principled defense cost? We show the

trade-off is structural: a reuse factor 𝜌 , estimable from graph fea-

tures, pins the frontier our budget guard tracks within 1.06× (en-
terprise), 1.08× (CoAuth-OGB). Answer-level 𝜀-DP is complemen-

tary but does not recover accuracy in the small-margin regime.

The mechanisms are textbook; the contribution is the framing, the

benchmark, and a 𝜌-indexed calculus.
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