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Abstract

Repository-level vulnerability detection requires reasoning across
files, procedures, and long-range dependency chains. This is difficult
for both dominant families of methods: static analysis often over-
approximates and produces many false positives, while LLM-based
approaches struggle with large repository context and may generate
plausible but unsupported claims.

We present GraphLedger, a framework that combines Adaptive
Assumption-Corroborating Compression (AACC) with an Assumption
Ledger for structured hypothesis verification. AACC reduces repos-
itory context while preserving vulnerability-relevant dependency
structure. The LLM then proposes explicit vulnerability hypotheses
over the compressed context, and the ledger validates their assump-
tions against repository evidence, producing Verified, Rejected, or
Inconclusive outcomes. This makes repository-scale reasoning more
auditable and less prone to unsupported conclusions.

GraphLedger targets taint-style, source—sink vulnerability hy-
potheses with bounded inter-procedural evidence, rather than arbi-
trary vulnerability classes. We evaluate it on CWE-Bench-Java [11,
14] and CVEfixes [1]. Across both datasets, AACC achieves 0.71
token reduction while retaining 0.90 of dependency edges and 0.88
of taint paths. On a held-out 100-repository CWE-Bench-Java test
split, GraphLedger achieves 0.77 precision, 0.76 recall, and 0.76 F1,
and reduces false discovery rate from 0.41 to 0.23 relative to VulA-
gent under a controlled shared-backend evaluation (§5.2). These
results show that combining structure-aware compression with
assumption validation improves the reliability and transparency of
repository-level vulnerability detection.

CCS Concepts

« Software and its engineering — Software verification and
validation; Static analysis; « Security and privacy — Software
security engineering.
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1 Introduction

Repository-level vulnerability detection requires reasoning across
files, procedures, and long-range dependency chains. In realistic
repositories, the source of attacker-controlled data, the transfor-
mations that preserve or block that influence, and the security-
sensitive sink may appear in different files and procedures. This
makes repository-scale analysis difficult for both dominant families
of methods. Traditional static analysis provides broad coverage,
but its conservative approximations often retain infeasible paths
and therefore generate many false positives [7, 19]. LLM-based ap-
proaches offer stronger semantic reasoning, but repository context
is often too large to fit naturally into a prompt, and partial context
can lead to unstable cross-function conclusions or unsupported
claims that the system never verifies [10, 14, 23].

We address this problem with GraphLedger, which formulates
repository-level vulnerability detection as structured hypothesis
verification over dependency graphs. GraphLedger combines Adap-
tive Assumption-Corroborating Compression (AACC), which reduces
repository context while preserving vulnerability-relevant reacha-
bility, with an Assumption Ledger, which checks hypothesis assump-
tions against explicit repository evidence. The ledger returns one
of three outcomes: Verified, Rejected, or Inconclusive; once evidence
contradicts an assumption, the corresponding hypothesis cannot
later return to Verified. The pipeline is instantiated separately for
each requested vulnerability class, using type-specific source—sink
and evidence definitions.

Figure 1 summarizes the workflow. GraphLedger builds a code
property graph, compresses it from G to G” with AACC, generates
candidate vulnerabilities over the compressed graph, and then veri-
fies the assumptions required by each hypothesis before returning
a final decision. The workflow is executed independently for each
vulnerability type rather than as a joint multi-vulnerability classi-
fier. Static analysis establishes source-sink paths and dependency
relations; the LLM then articulates explicit vulnerability hypotheses,
and the ledger checks their required assumptions deterministically.
The result is an auditable pipeline in which both retained context
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Figure 1: GraphLedger framework: repository-level vulnera-
bility detection via compression, hypothesis generation, and
assumption-aware verification.

and accepted claims are explicitly constrained, in line with the
broader shift from black-box to glass-box, explainable Al-based
software systems [13].

We evaluate GraphLedger on CWE-Bench-Java [11, 14] and CVE-
fixes [1], combining a validated benchmark with repository-scale
evidence. It reduces false discoveries while maintaining competitive
recall under a shared-backend protocol isolating compression and
verification effects (§5.2).

This paper makes two contributions:

e We present GraphLedger, a system co-designing vulnerability-
aware compression (AACC) and monotonic assumption valida-
tion (Assumption Ledger) in a unified pipeline for taint-style,
source—sink vulnerability detection at repository scale, posi-
tioned relative to CPG-guided LLM reasoning and agentic val-
idators rather than general repository-level detection. The model
captures bounded verification, conditional graph-preserving
compression, and monotonic invalidation (Theorem 1). Unlike
prior slicing, AACC’s predicates are designed to retain nodes
and edges required by the ledger’s queries, so that evidence
needed for bounded ledger checks is retained conditional on the
compression assumptions of §3.

We evaluate GraphLedger on CWE-Bench-Java [11, 14] and CVE-
fixes [1]. AACC achieves 0.71 token reduction while preserving
0.90 dependency structure and 0.88 taint paths. On a held-out
100-repository CWE-Bench-Java test split, GraphLedger attains
0.77 precision, 0.76 recall, and 0.76 F1, reducing FDR from 0.41
to 0.23 vs. VulAgent [23] under a shared-backend protocol (§5.2).
McNemar tests confirm significance (p=0.0081 vs. Neither on
the test holdout).

The rest of the paper is organized as follows. Section 2 introduces
the motivating example, Sections 3 and 4 present the formal model
and pipeline, Sections 5 and 6 describe the experimental setup and
results, Section 7 discusses implications and limitations, Section 8
reviews related work, and Section 9 concludes.

2 Motivating Example

Figure 2 illustrates the kind of repository-level SQL injection sce-
nario that motivated GraphLedger. A request parameter is re-
ceived in UserController.java, incorporated into a query in
QueryBuilder. java, and executed in Database. java. A human
reviewer can usually see why this path looks suspicious: the data
flow crosses module boundaries, the query is assembled by string
concatenation, and the sink eventually executes raw SQL. For an
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automated analyzer, however, turning that intuition into a justified
report requires inter-procedural reasoning and explicit confirma-
tion that no sanitization breaks the path.

The example surfaces two recurring difficulties in repository-
scale detection: context explosion and implicit assumptions. Passing
every transitively related file to the analyzer introduces enough
peripheral code to obscure the relevant dependency path. At the
same time, a claim such as “this path is vulnerable to SQL injec-
tion” holds only if input is user-controlled, sanitization is absent,
and the sink executes non-parameterized SQL. In practice, many
false alarms arise because such conditions are assumed rather than
checked.

GraphLedger addresses both difficulties in sequence. AACC first
constructs a code property graph and extracts a vulnerability-
relevant slice that preserves the dependency chain from id to
the database call while removing unrelated code. The LLM then
proposes a concrete hypothesis over that compressed context: un-
sanitized user input may be concatenated into a query that later
reaches execution. The Assumption Ledger turns this into an au-
ditable verification process by decomposing the claim into explicit
assumptions and retrieving repository evidence for each one. In
Figure 2, data-flow analysis shows that id is user-controlled, code
inspection shows that no sanitization occurs on the relevant path,
and API evidence shows execution through createStatement()
rather than a parameterized interface. The implementation applies
this workflow independently to each requested vulnerability class;
here the compression and validation steps are instantiated for SQL
injection using type-specific source-sink and evidence definitions.

The example captures the central argument of the paper: repository-
level vulnerability detection requires both selective compression
and disciplined validation. Compression without verification leaves
claims unchecked, while validation without compression is difficult
to scale over repository context. GraphLedger combines the two
in a single workflow, yielding more reliable detection and more
transparent triage decisions than either stage alone [14, 16, 23].

3 Formal Model

We model repository-level vulnerability detection as structured hy-

pothesis verification over inter-procedural graphs, following GraphLedger’s

stages: representation, hypothesis formation, conservative compres-
sion, and evidence-driven validation.

3.1 Repository Model

A repository is represented as a heterogeneous graph

G = (V, East, Ecrc, EppG: Ecanl)

where nodes are program entities and edges capture syntax, control
flow, dependence, and calls. Together, these relations form a Code
Property Graph (CPG).

Table 1 summarizes the conservative assumptions used during
graph construction. Under these assumptions, reachability

s~ t

over-approximates feasible executions: any feasible dependency
from s to t is represented by at least one path in G. The graph
may include infeasible paths, but it does not omit relevant depen-
dency structure. The “Feature” column lists common sources of
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Figure 2: Repository-level SQL injection example. GraphLedger compresses inter-procedural context via AACC while preserving
dependency structure, and validates hypotheses using the Assumption Ledger.

Table 1: Static-analysis assumptions in CPG construction.

Feature Handling

Dynamic dispatch Class Hierarchy Analysis (CHA) over-
approximation

Flow-insensitive points-to analysis
Conservative entry modeling

Fallback dependency edges

Aliasing
Framework callbacks
Reflection / dynamic loading

ambiguity in repository-scale dependency recovery, and the “Han-
dling” column shows how CPG construction resolves them conser-
vatively. These assumptions define the static-analysis substrate for
GraphLedger: AACC, witness-path reasoning, and ledger validation
all rely on the CPG preserving source-sink reachability even when
it includes infeasible paths.

3.2 Vulnerability Hypothesis

Let I (s, t) denote the set of dependency paths from a source s to
a sink ¢. The implementation evaluates only a bounded subset:

™ (s, 1) € e (s, 1),

where ¢ is the maximum path length and m is the maximum number
of paths explored per source-sink pair. These bounds cap verifica-
tion cost and stabilize behavior across repositories. In the exper-
iments reported in this paper, we use £ = 20 and m = 8, selected
together with the balanced evidence preset via validation-only sen-
sitivity (§5.1, supplementary Appendix H).

A hypothesis is

h=(st ¢, A),

where ¢ checks structural feasibility and A = {A;,..., A} is a
set of semantic assumptions, such as input controllability or the
absence of sanitization. Each A; is a Boolean predicate over depen-
dency paths. A path 7 is a witness if both structural feasibility and
all assumptions hold:

$(7) A Am—m

A hypothesis is satisfied if at least one witness path exists within
the explored budget:

Glgmh £ 3m e ™ (5,1) . ¢(m) A /\Ai(n).

This bounded semantics matches the implementation rather than
an idealized unbounded search.

3.3 Graph Compression

We model compression with an operator
C:6-G G =C(G),

which reduces graph size while preserving vulnerability-relevant
structure. Compression is path-sound if every path in the com-
pressed graph corresponds to some path in the original graph:

Vr' € Mg (s, t), Am € (s, t) st. ' <,

where 7/ < 7 means 7’ is an abstraction of 7.
Define the set of vulnerability-reachable pairs as

Pathsvuln(G) = {(S, t) | r e HG(5> t)’ ¢(7[)}
Compression is conservative if

Paths,,1n(G') C Pathsyyin(G).
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This rules out compression-induced structural false positives, al-
though some true paths may still be removed.

When compression uses behavioral summaries, we treat each
summary edge u ~» v as an admissible abstraction only if there
exists a concrete dependency path 7 € Ilg(u,v) inside the sum-
marized procedure or callee region. Summaries may hide internal
nodes, but they may not introduce cross-boundary dependencies
without such a path. Under this path-backed interpretation, every
abstract path in G’ still corresponds to a concrete path in G, possibly
with summarized segments expanded to their concrete realizations.

3.4 Assumption Ledger

The Assumption Ledger tracks the status of each assumption as
new evidence is collected. Each assumption is in one of three states:

e pending: not yet resolved,
o wvalidated: supported by evidence,
e undermined: contradicted by evidence.

Let
State : A — {pending, validated, undermined}

denote the current state mapping. When new evidence arrives, an
assumption may move from pending to either validated or under-
mined; otherwise its state remains unchanged.

A hypothesis is ledger-valid iff no assumption is contradicted:

validp (h) 2 VA; € A, State(A;) # undermined.
We also write
completer (h) = YA; € A, State(A;) = validated,

meaning that every assumption in h has been validated.
The final verdict is
Rejected if —walidy (h),
Verdict(h,L) = { Verified if G lFpm B A completer (h),
Inconclusive otherwise.

Inconclusive denotes cases where the hypothesis is neither con-
firmed nor rejected.

3.5 Verification and Monotonicity

A hypotbhesis is verified only when the explored graph provides
structural support and the ledger validates all assumptions:

Verifiedg (h, L) 2 (an e ™ (5,1) . ¢(m) A /\Ai(ﬁ))

A (VAi € A . State(A;) = validated).

We assume monotonicity: once an assumption becomes under-
mined, it is not reverted. This prevents oscillatory decisions and
guarantees convergence to a stable outcome after finitely many
assumption updates.

THEOREM 1 (MoNoTONIC REJECTION UNDER BOUNDED VERIFICA-
TION). If any assumption in A is undermined, the hypothesis verdict
cannot later become Verified; it remains Rejected in all later steps.

Supplementary Appendix E gives the full inductive proof.
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Algorithm 1 Adaptive Assumption-Corroborating Compression

Require: Repository graph G
Ensure: Compressed graph G’
1: CPG « BuiLbCPG(G)
2: 8 « CoMPUTEDEPENDENCYSLICES(CPG)
3. CPG’ « PRUNENONPRESERVING(CPG, S)
4: B «— GENERATEBEHAVIORSUMMARIES(CPG’) > optional
5. G’ « AssEMBLECOMPRESSEDGRAPH(CPG’, B)
6: return G’

3.6 Scope of Formal Guarantees

The formal properties differ in strength. Theorem 1 (monotonic
rejection) is unconditional: once an assumption is undermined, the
hypothesis cannot return to Verified. Proposition 1 (compression
safety) is conditional on witness-backed behavioral summaries,
empirically supported (TaintPres = 0.88, Section 6.2) but not for-
mally verified. Behavioral summary extraction, CHA call-graph
over-approximation, and LLM hypothesis generation are heuristic
components with no formal guarantees; the ledger mitigates LLM
fallibility through deterministic evidence checks.

4 Methodology

This section instantiates the formal model of Section 3 as an opera-
tional pipeline with three stages: compression, hypothesis valida-
tion, and verdict reporting.

4.1 AACC

AACC maps a repository dependency graph G to a reduced graph
G’ by removing irrelevant regions while preserving the dependency
structure needed for source-sink reasoning.

Graph Construction. We construct CPGs using Joern for Java and
a Tree-sitter—based extractor for Python, with interprocedural data-
flow recovery in both settings and CHA fallback edges in the call
graph. Algorithm 1 then computes dependency slices, prunes non-
preserving nodes, and optionally attaches behavioral summaries.

Supported Vulnerability Types. The pipeline is instantiated per
taint-oriented vulnerability class, each with its own source-sink
definitions and evidence rules. Target types are user-specified (via
the CLI or the benchmark’s CWE-to-type mapping), not inferred
from the code. Thus AACC is run separately for each requested
type, producing type-specific slices and compressed graphs. Supple-
mentary Appendix A lists the supported classes and representative
CWE mappings.

PRUNENONPRESERVING. Algorithm 2 removes nodes outside all
retained dependency slices and source-sink corridors, except when
needed for alias-mediated dependencies or summary references.
AL1ASKEEP preserves nodes whose removal would break value-flow
through aliases, while SUMMARYREF preserves nodes referenced by
an attached behavioral summary.

Connecting Implementation to Formalism. Algorithm 1 imple-
ments Ssyc and Sginx via CWE-specific marker patterns (supplemen-
tary Appendix A). PRUNENONPRESERVING (Algorithm 2) computes
the reachability closure R; N R; from Section 3. AriasKeep and
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SUMMARYREF extend the corridor with nodes the ledger may query;
ALIASKEEP is a lightweight name/signature heuristic, not a full
points-to analysis.

Behavioral Summaries. When enabled, AACC attaches light-
weight behavioral summaries to retained procedures via a static
AST-scanning pass (not the LLM) that derives coarse read/write sets
and security tags (sanitization, authorization, SQL execution, path
normalization, output encoding). Summaries are attached as ab-
stract procedure nodes, preserving high-level security cues without
reintroducing full callee structure.

Complexity. AACC’s costis O(t- (|V|+]E|)) for slicing, where ¢ is
the number of requested vulnerability types, dominated by source—
sink reachability. For the evaluated repositories (average 300K LOC,
average CPG ~10K nodes), per-type compression completes in
under 2 seconds. See supplementary Appendix D for the detailed
analysis.

Summary Safety Property. Summary edges are introduced only
for methods already retained in the compressed subgraph, with
optional witness metadata linking them to concrete paths in G.
The witness-backing condition is not mechanized but is validated
empirically (TaintPres = 0.88, §6.2).

PROPOSITION 1 (COMPRESSION SAFETY — CONDITIONAL). The

compressed graph G’ is safe for bounded verification if:
(1) PRUNENONPRESERVING removes only nodes outside the source—

sink dependency closure induced by S and R; N R;.
(2) Behavioral summaries materialize only witness-backed abstract

edges whose endpoints are connected by concrete paths in G.
(3) Bounded verification follows Section 3.
Formally:

an’ e H(G[,’m) (s,t) = Am € Ig(s, t).

Assumptions (1) and (3) are enforced by construction. Assumption (2)
is an engineering invariant, supported empirically by TaintPres = 0.88
(Section 6.2).

Supplementary Appendix E gives the full proof.

Hypothesis Prompting. GraphLedger uses the LLM as a bounded
hypothesis generator over G’. The prompt provides a CPG-derived
summary and target vulnerability type, and requests a structured
JSON object containing a concrete source-to-sink path grounded
in visible CPG entities and an ordered list of falsifiable assump-
tions (e.g., “no input sanitization between getParameter() and
executeQuery()”). The output is a structured claim, not a final ver-
dict. Supplementary Appendix C gives the full prompt templates.

4.2 Ledger-Based Hypothesis Validation

Algorithm 3 updates the evidential status of each assumption at-
tached to a hypothesis. Repository evidence may support, contra-
dict, or leave unresolved an assumption. A hypothesis is rejected
only when a required assumption is explicitly undermined; oth-
erwise it remains Verified or Inconclusive. For an assumption A;,
evidence e is interpreted as validated, undermining, or inconclusive.

State transitions depend on an evidence interpretation function:

E (A}, e) € {validated, undermined, inconclusive}.
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Algorithm 3 Hypothesis Validation Using the Assumption Ledger

Require: Hypotheses H over graph G’

Ensure: Verdict mapping V over H
L0

: forallh € H do

RecisTerRHYPOTHESIS(L, h)

: end for

: for all assumption A; € £ do

e < FETCHEVIDENCE(G, A;)

UPDATESTATE(L, A;, €)

if State(A;) = undermined then

INVALIDATEDEPENDENTS( L, A;)

end if

: end for

: V « AssigNVErpICTS(L, G')

: return V

R A A o

_ e =
w NN = O

Validated and undermining evidence update the ledger state di-
rectly, while inconclusive evidence leaves the assumption pending;
unresolved assumptions yield an Inconclusive hypothesis verdict.

Evidence Classification Rules. The interpretation function & is
shared across all CWE types and maps each assumption descrip-
tion to one of four keyword-based categories, then combines that
category with retrieved CPG evidence:

Table 2: Evidence interpretation rules for &(A;, e): rows are
assumption categories, columns are evidence types, and cells
are resulting states.

Assumption class Sanitizer Flow None

Absence (“no sanitization”) undermined validated pending
Presence (“sanitizer exists”) validated undermined pending
Flow (“taint reaches sink”) - validated pending
Default undermined validated pending

For example, “no input sanitization between source and sink” is
an Absence assumption: a reachable sanitizer marker undermines it,
confirmed flow without such a marker validates it, and insufficient
evidence leaves it pending. Sanitizer markers are CWE-specific; full
marKker lists are included in the artifact.

Evidence Retrieval. Evidence is collected through bounded depen-
dency traversal, optionally augmented with semantic matching over
behavioral summaries. Candidate nodes are generated structurally,
ranked by relevance, and then classified by the rule set above. Two
hyperparameters control the precision-recall trade-off: the max-
imum dependency depth and the minimum summary-similarity
threshold. These are tuned on validation repositories and then fixed
for test-time evaluation. For auditability, the artifact logs retrieved
candidates, traversal depth, similarity scores, and final evidence
classifications.

Evidence retrieval is intentionally conservative: assumptions are
invalidated only by explicit contradicting evidence. Under this pol-
icy, rejection is sound, while unresolved assumptions remain Incon-
clusive rather than being forced to validated:

E(A;, e) = undermined = Rejected(h).
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Algorithm 2 PRUNENONPRESERVING(CPG, S)

Require: CPG = (V,E), dependency slices S, sources Sy, sinks
Ssink

Ensure: Pruned graph CPG’
1: K Uses S
2: Ry « FORWARDREACH(CPG, S;;¢)
3: Ry « BACKWARDREACH(CPG, Ss;nk)
4: forallv € V do
5 keep(v) — (v € K) V (v € RRNR,) V ALiasKeep(v) V
SUMMARYREF(v)

: end for

:V —{v eV | keep(v)}

EF—{(u,w)€eE|lueV AweV’'}

: return CPG’ = (V',E’)

> slice nodes to keep

o 0 N

Le et al.

Retained source-sink corridor
(M) (M)
oy e N

Legend

O Retained nodes

=== Preserved source-sink path
Pruned nodes / branches

Figure 3: Intuition for PRUNENONPRESERVING: pruning removes nodes outside source-sink dependency closures while preserv-

ing vulnerability-relevant reachability.

Table 3: Sensitivity of evidence retrieval heuristics, computed
over the full 120-repository universe (not the test holdout).
The validation-only version used for preset selection is in
supplementary Appendix H.

Setting Precision] Recall] FDR|
Low (h=5, 7=0.0, any) 0.73 0.57 0.27
Balanced (h=10, 7=0.3, any) 0.74 0.70 0.26
High (h=20, r=0.5, all) 0.68 0.79 0.32

Table 3 varies maximum dependency distance h, similarity thresh-
old 7, and combine mode (‘any’ = structural or similarity match;
‘all’ = both). The stricter low setting improves precision but lowers
recall, while the more permissive high setting raises recall at the
cost of higher FDR. We therefore use the balanced configuration,
which gives the best validation trade-off.

5 Experimental Setup

This section describes the experimental setup used to assess se-
mantic preservation, detection reliability, and scalability under con-
trolled, reproducible conditions.

5.1 Datasets

We use two evaluation datasets, CWE-Bench-Java [11, 14] and
CVEfixes [1]. Together, the two datasets provide broad repository
diversity together with a clean benchmark for evaluation.
CVEfixes [1] is a large-scale dataset that automatically links
vulnerability records from the National Vulnerability Database
(NVD) to fixing commits in open-source repositories. It provides
paired vulnerable and patched code, together with metadata such
as CVE descriptions, CWE labels, and commit information. This
makes it useful for repository-scale evaluation.
CWE-Bench-Java [11, 14, 15] is a manually validated dataset
of vulnerabilities from real-world Java projects, reducing the label
noise and unrelated code changes common in automatically mined

datasets. It emphasizes interprocedural, cross-module security flaws
that are difficult to capture with purely local analysis [22, 29]. The
dataset contains 120 repositories with an average size of 300K LOC
and covers four CWE classes: path traversal (CWE-22, 55 repos),
cross-site scripting (CWE-79, 31 repos), code injection (CWE-94, 21
repos), and command injection (CWE-78, 13 repos) [14].

To prevent data leakage—here meaning near-duplicate code
shared across training and evaluation corpora that can inflate scores,
not evaluation-label leakage—we apply strict deduplication before
evaluation [14, 24], removing exact and near-duplicate clones at
both the repository (source) and intermediate-representation levels.

Validation and Test Splits. For CWE-Bench-Java, we reserve 20
repositories (out of 120) as a validation holdout used only for
selecting evidence-retrieval hyperparameters (h=10, 7=0.3, com-
bine=any) and bounded verification parameters (£=20, m=8) by
maximizing F1; these were then frozen for all subsequent evalu-
ations. Primary detection metrics (Table 5) are computed on
the remaining 100 test repositories (n=200 paired instances).
Repositories are split at project_slug granularity, so no repos-
itory appears in both sets; split membership is frozen in the artifact
(cwe_validation_slugs. txt, cwe_test_slugs.txt, seed 42). Sup-
plementary Appendix G retains the all-120 results from the submit-
ted version, and supplementary Appendix I reports robustness over
50 random 20/100 holdouts.

False Discovery Rate (FDR).. Throughout the paper we report
FDR = FP/(TP + FP), the fraction of positive predictions that are
false positives, as a proxy for analyst triage burden.

CVEfixes Protocol (separate). CVEfixes detection uses an indepen-
dent protocol: n=100 Java projects sampled with seed 42 from the
processed corpus (per-case manifest in the artifact). This sample
is not drawn from the CWE-Bench-Java test holdout, and the two
benchmarks are never mixed.
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Table 4: Evaluation baselines and integration kind. Offline
adapters convert external tool outputs into our result schema;
inline reimplementations are controlled re-implementations
sharing checkout, CPG, and LLM backend where applicable;
the gpt-40-mini row is an ablated GraphLedger (compression
and ledger disabled), not a standalone third-party tool.

Baseline Category Kind

CodeQL [7] Static Analysis Offline adapter
IRIS [16] Specification Inference Offline adapter
LLMAO [27] LLM Fault Localization Offline adapter

RepoAudit [8]

LLMxCPG [14]
GraphRAG [4]
SemTaint [6]

Repository Auditing Agent  Offline adapter

CPG + LLM Reasoning Offline adapter
Graph Retrieval Reasoning  Inline reimpl.
Agentic Repair Inline reimpl.
Vul-RAG [3] Retrieval-Based Analysis Inline reimpl.
VulAgent [23] Agentic Detection Inline reimpl.
gpt-40-mini [20]  Single-Agent LLM Ablated GraphLedger

Evaluation limitation. The submitted version evaluated all 120 repos-
itories, including the 20 used for hyperparameter selection; the exact
validation split was not archived. This camera-ready reports primary
metrics on a documented 100-repository test holdout (seed 42). All-120
results are in supplementary Appendix G.

CVEfixes Label Quality. CVEfixes is automatically mined from
NVD-to-commit links and contains label noise from unrelated code
changes [1]. The higher invalidation rate (36% vs. 18% on CWE-
Bench-Java) partly reflects this; the manually validated CWE-Bench-
Java provides a cleaner reference point.

The combined dataset covers 90 CWE labels suited to source—
sink reasoning across files and procedures. CWE-Bench-Java con-
tributes path traversal (CWE-22), command injection (CWE-78),
cross-site scripting (CWE-79), and code injection (CWE-94); CVE-
fixes adds SQL injection (CWE-89), unsafe deserialization (CWE-
502), authorization bypass (CWE-862/863), and SSRF (CWE-918).
At the file level, CVEfixes provides 1,198 processed instances with
3,449 vulnerable/fixed file pairs across 532 CVEs, while CWE-Bench-
Java contributes 358 vulnerable files across 120 manually validated
CVEs.

5.2 Baselines

We compare GraphLedger with representative methods spanning
static analysis, graph-based reasoning, retrieval-augmented LLMs,
and agent-based vulnerability analysis. Baseline execution is uni-
fied through a shared runner that converts all methods to a common
detector-format output and evaluates them under matched reposi-
tory inputs and model access when applicable.

Shared-Backend Protocol. All LLM-based methods are evalu-
ated with gpt-4o-mini as the shared backend! unless other-
wise noted. This protocol isolates differences in repository repre-
sentation, context selection, prompting structure, and verification
logic rather than differences caused by foundation-model scale.
Our results support the claim that GraphLedger performs strongly
under a controlled evaluation regime, not the stronger claim that

1See §6.4 for comparison with DeepSeek and LLaMA 3.1.
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it uniformly dominates all prior systems in their individually op-
timized settings. Systems such as LLMxCPG or VulAgent were
originally studied with task-specific components, custom prompts,
or fine-tuned backends; re-evaluating them under a shared LLM
may understate their best achievable numbers.

Baseline Configuration. All baselines were evaluated under con-
trolled settings; static analyzers used recommended rule sets, and
LLM-based systems received matched repository inputs and evalua-
tion protocols. Detailed per-method configurations, tuning choices,
and prompt setups are listed in supplementary Appendix B.

As summarized in Table 4, some baselines are interfaced through
offline adapters over externally generated outputs, while others
are controlled inline reimplementations of the original method
design. All baselines score against the same paired ground truth
and evaluator, and known simplifications (e.g., the LLMAO score
threshold) are documented in the artifact. We therefore interpret the
baseline comparison as a controlled matched-protocol comparison,
not as a claim that every baseline is outperformed in its native
standalone configuration.

For GraphLedger, the evidence-retrieval thresholds were selected
on the validation split and then frozen for the test split. To support
reproducibility, the implementation includes the final dependency-
distance and summary-similarity thresholds, together with per-
assumption retrieval logs recording candidate evidence, ranking
scores, and final ledger-state updates.

Ablation variants isolate the individual contributions of analysis-
aware compression and assumption-ledger verification.

5.3 Statistical Evaluation Protocol

All experiments follow a controlled protocol to reduce stochas-
tic variation in LLM-based systems. The implementation supports
seeded execution together with bootstrap confidence intervals and
paired significance tests for method comparison. Detection differ-
ences are evaluated with the McNemar test, and paired runtime
comparisons with the Wilcoxon signed-rank test. Unless oth-
erwise stated, bounded verification uses maximum path length 20
and at most 8 paths per source-sink pair.

Hardware and Environment. All experiments were conducted
on three NVIDIA H100 Mini servers (20 GB VRAM each). Baseline
evaluations were distributed across the three servers under iden-
tical software configurations (Ubuntu 22.04, Python 3.11, CUDA
12.2). LLM inference was performed via API (gpt-40-mini) or local
deployment (DeepSeek, LLaMA 3.1) on the same hardware.

Main-text tables report rounded summary values under this
shared evaluation policy. Dataset splits, prompts, configurations,
and evaluation scripts will be released to support reproducibility.

6 Results and Analysis

We evaluate GraphLedger along four dimensions: detection perfor-
mance, compression quality, verification behavior, and efficiency.

6.1 RQ1: Vulnerability Detection Performance

Tables 5 and 6 report the matched-baseline detection comparison
on CWE-Bench-Java and CVEfixes under the shared protocol of
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Table 5: Detection performance on the CWE-Bench-Java 100-
repository test holdout (n=200 paired instances). Hyperparam-
eters were selected on the 20-repository validation holdout
(§5.1); all-120 results are in supplementary Appendix G.

Method PrecisionT Recall F17 FDR|
Static / Spec.-Based

CodeQL [7] 0.75 0.46 0.57 0.25

IRIS [16] 0.58 0.60 0.59 0.42

LLM / Retrieval-Augmented

gpt-40-mini [20] 0.54 0.79 0.64 0.46

GraphRAG [4] 0.56 0.70 0.62 0.44

Vul-RAG [3] 0.53 0.71 0.61 0.47

LLM Defect Localization

LLMAO [27] 0.64 0.67 0.66 0.36

Agentic Analysis

RepoAudit [8] 0.66 0.73 0.70 0.34

SemTaint [6] 0.62 0.49 0.55 0.38

VulAgent [23] 0.59 0.70 0.64 0.41

Structure-Aware LLM

LLMxCPG [14] 0.68 0.75 0.71 0.32

GraphLedger (Ours) 0.77 0.76 0.76 0.23

Section 5. We emphasize FDR as a proxy for analyst triage burden:
FDR = FP/(TP + FP)

Unless noted otherwise, the reported results treat Inconclusive
as negative; a triage-oriented alternative is discussed in Section 7.1.
Readers seeking per-CWE breakdowns can refer to supplementary
Appendix F.

The overall pattern is consistent across both datasets. Static/spec-
ification baselines keep FDR relatively low but miss repository-
specific flows, whereas LLM-heavy baselines recover recall at the
cost of more false positives. GraphLedger yields the best trade-off:
on the CWE-Bench-Java test holdout it improves over VulAgent
from 0.59 to 0.77 precision, from 0.70 to 0.76 recall, and from 0.41
down to 0.23 FDR, and over the strongest baseline (LLMxCPG, F1
0.71) by 5 F1 points; on CVEfixes it reaches 0.74 precision, 0.71 recall,
0.72 F1, and 0.26 FDR. The gain comes from filtering unsupported
hypotheses before they become final findings.

Statistical Significance. On CWE-Bench-Java (n=200), McNemar

tests show the full pipeline significantly outperforms Neither (p=0.0081)

and No Ledger (p=0.0377); Full vs. No Compression is direction-
ally consistent but not significant (p=0.2070). On CVEfixes (n=100),
only Full vs. Neither is significant (p=0.0162); other comparisons
are directionally consistent but underpowered. Bootstrap 95% ac-
curacy Cls are [0.705, 0.825] (CWE-Bench-Java) and [0.650, 0.830]
(CVEfixes).

Per-CWE-Class Performance. GraphLedger performs best on vul-
nerabilities with clear source—sink structure. On CWE-Bench-Java,
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Table 6: Detection performance on CVEfixes (n=100). CVEfixes
uses an independent seed-42 project sample, disjoint from the
CWE-Bench-Java test holdout (§5.1).

Method PrecisionT RecallT F17 FDR|
Static / Spec.-Based

CodeQL [7] 0.65 0.40 0.50 0.35

IRIS [16] 0.52 0.55 0.53 0.48

LLM / Retrieval-Augmented

gpt-4o-mini [20] 0.50 0.63 0.56 0.50

GraphRAG [4] 0.56 0.65 0.60 0.44

Vul-RAG [3] 0.58 0.66 0.62 0.42

LLM Defect Localization

LLMAO [27] 0.60 0.63 0.61 0.40

Agentic Analysis

RepoAudit [8] 0.61 0.65 0.63 0.39

SemTaint [6] 0.59 0.67 0.63 0.41

VulAgent [23] 0.61 0.64 0.62 0.39

Structure-Aware LLM

LLMxCPG [14] 0.64 0.67 0.65 0.36

GraphLedger (Ours) 0.74 0.71 0.72 0.26

Supplementary Appendix F provides full per-CWE tables. This com-
parison is matched-backend to isolate compression and verification
design.

6.2 RQ2: Compression Effectiveness

We next ask whether AACC reduces repository context without
discarding reasoning-critical structure. Let G = (V,E) and G’ =
(V',E’) denote the original and compressed graphs. Because the
retained graph is serialized for downstream reasoning, we report
token reduction rather than node reduction:

TokenReduction = 1 — T(G")/T(G).

Here, T(G) and T(G’) denote the tokenized sizes of the original
and compressed graph serializations.
We also report taint-path preservation,
|TaintPaths(G’) N TaintPaths(G)|
| TaintPaths(G)|

TaintPres(G,G’) =

dependency preservation,
|DepEdges(G) N DepEdges(G’)|
|DepEdges(G)| '

Dep(G,G’) =

and context efficiency,

TaintPres(G, G’)
1 — TokenReduction’
Here, TaintPaths(-) denotes vulnerability-relevant taint paths and
DepEdges(-) dependency edges. Higher TaintPres indicates fewer
vulnerability-relevant paths are lost during compression. Higher
Dep indicates less structural context for dependency reasoning

CE(G,G) =

path traversal and command injection are strongest; the commandinjectiois discarded. Higher CE indicates more taint-relevant structure

detector transfers to 15/21 CWE-94 cases (P = 0.83). On CVEfixes,
authorization bypass and SQL injection show broader coverage.

preserved per unit of context removed. CE is a derived ratio of
two empirical quantities (preservation and token reduction); it
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is a descriptive efficiency measure, not an additional soundness
guarantee.

Table 7: Compression quality results. Unlike the detection
tables, these compression statistics are computed over all
evaluated cases (the full 120-repository universe), not the test
holdout; they characterize AACC’s behavior, not detection
performance.

Method TokenRed.T  Dep.T TaintPres.T CET
Naive Truncation 0.62 0.54 0.49 0.31
GraphRAG [4] 0.58 0.71 0.68 0.49
LLMxCPG [14] 0.65 0.83 0.80 0.63
AACC (Ours) 0.71 0.90 0.88 0.79

F1 Score
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Figure 4: RQ4 efficiency trends.

Table 7 shows the strongest trade-off for AACC. Naive Truncation
is a budget-matched lower bound that keeps CPG nodes in breadth-
first order without vulnerability-aware preservation. AACC re-
moves more context than Naive Truncation and GraphRAG while
retaining more dependency and taint structure; it also improves
over LLMxCPG, raising token reduction from 0.65 to 0.71 and CE
from 0.63 to 0.79. In short, AACC removes mostly irrelevant code
while empirically retaining most of the paths used by bounded
ledger checks (TaintPres = 0.88).

6.3 RQ3: Hypothesis Verification Consistency

We analyze how often the ledger overturns candidate findings,
finds supporting evidence, and leaves cases deferred under bounded
search. We report invalidation rate and evidence coverage as

IR = |Aul/IAl,  EC = |Ac|/IAl.
We further report hypothesis stability and inconclusive verdict rate:

! | Z stability(h),

IH heH,

inconclusive hypotheses

HS = IVR =

total hypotheses
Here, A is the set of tracked assumptions, A, the undermined as-
sumptions, A, the assumptions for which supporting or contradict-
ing evidence is retrieved, and H, the set of validated hypotheses.
stability(h) denotes the empirical support score of a validated hy-
pothesis as additional evidence is explored.

Table 8: Verification behavior over both datasets. These
ledger-behavior statistics are computed over all evaluated
cases (the full 120-repository universe for CWE-Bench-Java),
not the test holdout; detection metrics on the holdout are in
Table 5.

high (84%) and hypothesis stability stays near 90%, suggesting that
once relevant evidence is found, conclusions are usually stable.

6.4 LLM Backend Sensitivity

To test backend dependence, we re-ran GraphLedger on a class-
balanced CVEfixes subsample with gpt-40-mini, DeepSeek, and
LLaMA 3.1 under the balanced evidence-retrieval setting (h=10,
7=0.3, combine=any). Minor numerical differences from Table 6
reflect subsample composition.

Across the three backends the results stay in a narrow band
— F1/FDR of 0.74/0.26 (gpt-40-mini), 0.68/0.30 (DeepSeek), and
0.68/0.33 (LLaMA 3.1). gpt-40-mini yields the best F1 and lowest
FDR, but the differences are not statistically significant (McNemar:
vs. DeepSeek p=0.2673; vs. LLaMA 3.1 p=0.0771). Since all three
backends keep FDR below 0.33, most gains appear to come from the
AACC+Ledger design rather than model-specific behavior; full per-
backend numbers are in the artifact (results_full/sensitivity/).

6.5 RQ4: Component Efficiency

We next ask whether the two core components contribute indepen-
dently and whether the full pipeline remains efficient at scale.

Component Contribution. We first vary compression strength
under identical reasoning settings, then measure runtime growth
with repository size.

Figure 4(a) shows an expected peak: F1 rises from 0.64 at 20%
compression to 0.74 at the AACC operating point (71.39%), then
drops when over-compression removes dependency-relevant paths.
We then compare four variants: neither component, compression
only, ledger only, and the full system.

Table 9: Component contribution (CWE-Bench-Java, 100-
repository test holdout).

Metric CVEfixes CWE-Bench-Java Overall
Invalidation Rate (IR)] 36% 18% 28%
Evidence Coverage (EC)T 82% 86% 84%
Hypothesis Stability (HS)T 90% 89% 90%
Inconclusive Verdict Rate (IVR)| 14% 8% 11%

Table 8 shows a clear dataset difference. On CVEfixes, the ledger
invalidates more hypotheses (36% vs. 18%), suggesting noisier candi-
dates. On CWE-Bench-Java it is more decisive, with a lower incon-
clusive rate (8% vs. 14%). Across both datasets, evidence coverage is

Configuration Precision] Recalll F1T FDR]
Neither 0.60 0.72 0.66  0.40
Compression 0.67 0.68 0.67 033
Ledger 0.70 0.73 0.71 0.30
Full 0.77 0.76 0.76 0.23
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Ablation Results. Table 9 shows that both components help, but
in different ways. The Neither setting still uses the full CPG, just
without AACC or ledger validation, so it is the right no-component
reference for GraphLedger rather than an LLM-only baseline. AACC
mainly improves input quality, moving precision from 0.60 to 0.67
and FDR from 0.40 to 0.33; the ledger adds complementary false-
positive control, reaching 0.70 precision and 0.30 FDR. The full
system performs best at 0.77 precision and 0.23 FDR, showing that
cleaner evidence and explicit validation are complementary.

Efficiency and Scalability. Under the bounded setting of Section 5
(¢ = 20, m = 8 per source-sink pair), Figure 4(b) shows near-linear
runtime growth for GraphLedger: 4.9-36.1 minutes over the 50K-
450K LOC range, with a median of 10.4 minutes. GraphRAG grows
roughly 3-4x faster over the same range (14.2-117.8 minutes). The
reported runtimes include behavioral summary computation, which
adds about 15% to AACC time but provides security-tag evidence
used by the ledger. Overall, the added reasoning structure remains
practical on the evaluated repositories.

Prompt Sensitivity. We did not ablate prompt wording, so prompt
sensitivity remains a limitation. The ledger provides a partial safe-
guard by validating hypotheses against repository evidence before
they become final verdicts.

7 Discussion

The results support the paper’s main claim: repository-scale vul-
nerability detection becomes more reliable when structure-aware
compression is coupled with explicit hypothesis verification. In
GraphLedger, AACC reduces context while preserving reasoning-
critical relations, and the Assumption Ledger turns model outputs
into auditable claims before acceptance. The clearest gains there-
fore appear in precision, false discovery rate, and verification trans-
parency rather than in exhaustive vulnerability coverage — prop-
erties increasingly demanded of explainable, glass-box intelligent
software systems [13].

7.1 Inconclusive Verdicts

The paper’s results treat Inconclusive as a negative prediction; under
a triage-oriented convention these cases are instead surfaced as
deferred findings for analyst review. On the CWE-Bench-Java test
holdout this changes little: precision is unchanged at 0.77 and F1
rises marginally from 0.76 to 0.77, so the main effect of Inconclusive
handling is whether ambiguous cases are counted as misses or
deferred for review. The overall Inconclusive Verdict Rate is 11%
(8% on CWE-Bench-Java, 14% on CVEfixes), consistent with cleaner
labels and more easily recoverable evidence in CWE-Bench-Java,
whereas authorization bypass and SSRF remain harder to resolve
from static evidence alone. Operationally, the important point is
that GraphLedger makes this uncertainty explicit instead of forcing
a binary decision.

7.2 Practical Limits

The current experiments use bounded verification with £=20 and
m=8. These values cover the inter-procedural depths seen in the
evaluated repositories, but deeper paths can still be missed; in those
cases the hypothesis remains Inconclusive. Preliminary validation
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on CWE-Bench-Java suggested that smaller bounds reduce recall,
while larger bounds increase runtime with little added benefit.

The evaluation should also be read within scope. GraphLedger
is best suited to taint-style vulnerabilities with identifiable source—
sink structure, and the experiments focus on CWE-Bench-Java and
CVEfixes. It does not yet cover logic flaws, timing-based vulner-
abilities, or configuration errors, and final detection quality still
depends on hypothesis generation quality.

7.3 Residual Errors and Future Work

Most remaining errors arise from limits in the underlying represen-
tation rather than instability in the ledger itself. Aliasing impreci-
sion, incomplete CPG extraction, conservative dynamic-dispatch
handling, and framework-specific callbacks can all distort source—
sink evidence. This is especially visible in framework-heavy deseri-
alization and SSRF cases, where static recovery remains difficult.

Failure Case Study. A representative false negative is DSpace
(CVE-2022-31195, CWE-22): the LLM generated a correct hypothesis
but bounded evidence retrieval resolved none of its assumptions,
yielding Inconclusive. A second instance in the same repository was
Verified, showing that the margin between hit and miss is evidence
reachability, not hypothesis quality. Per-case ledger traces and a
fuller failure breakdown are in supplementary Appendix J.

Two additional limitations: behavioral summaries are heuristic
rather than formally verified (TaintPres = 0.88; Section 6.2), and the
rule-based evidence classifier is not adversarially robust. Future
work should focus on call-graph precision, framework modeling,
adaptive search bounds, and robustness against adversarial evi-
dence.

8 Related Work

Repository-scale vulnerability detection draws on four lines of
work: static analysis, graph-based program representation, context
compression, and LLM-assisted reasoning. Traditional static ana-
lyzers such as CodeQL and Infer [7, 19] provide broad coverage, but
they often pay for that coverage with false positives because con-
servative approximations preserve infeasible paths. More generally,
inter-procedural taint analysis and demand-driven data-flow analy-
sis confront the same precision-scalability trade-off through prop-
agation schemes, specification inference, and selective refinement
of alias and path information. Code Property Graphs and related
dependency graphs strengthen this line of work by unifying syntax,
control flow, and data dependence in a single representation [5, 26].
Graph-learning approaches such as HGIVul [22], VulPatrol [9], and
HAGNN [18] also exploit this structure, but depend on learned
representations rather than explicit evidence-based verification.
More recent work combines graph-based analysis with LLMs.
IRIS [16] improves coverage by inferring missing taint specifica-
tions for custom APIs, while SemTaint [6] uses multi-agent reason-
ing to recover missed dynamic call edges. A related line of work
focuses on context selection at repository scale. Generic prompt-
compression methods such as LLMLingua [12] are not designed
for program analysis, because token-level reduction can disrupt
syntax and dependency structure. By contrast, LongCodeZip [21],
LLMxCPG [14], SnapVuln [25], VulTrigger [17], and VulnSC [24]
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preserve vulnerability-relevant structure through slicing or behav-
ioral abstraction. Our AACC component is closest to this second
group: its goal is not generic prompt shortening, but preserving
the dependency structure needed for downstream reasoning.

Another nearby line of work treats vulnerability detection as
an iterative agentic process over repository context, an emerging
direction whose trends and open challenges are surveyed in [10].
SWE-agent [28] and AutoCodeRover [30] show the broader utility
of tool-using agents in software engineering, while LLMAO [27]
demonstrates that LLMs can localize faults directly from program
semantics. In security analysis, RepoAudit [8] performs repository
auditing through graph traversal and memory-backed reasoning,
and ClearAgent [2] applies agentic validation to binary analysis.
VulAgent [23] is especially close to our setting: it generates candi-
date vulnerability hypotheses and then validates them through a
dedicated agent. The main difference is that its validation quality
still depends heavily on the fidelity of the provided context.

GraphLedger couples compression and verification more tightly
than prior work. Relative to LLMxCPG, AACC uses a bidirectional
source—-sink corridor with retention predicates preserving ledger-
query evidence; relative to VulAgent, it validates hypotheses over
compressed representations with empirical path preservation (§3);
relative to SnapVuln [25] and VulnSC [24], compression is co-
designed with downstream verification rather than applied as a
separate step. This integrated design improves token reduction
and context efficiency over LLMxCPG under matched conditions
(Table 7). Comparisons should be read under a shared evaluation
regime rather than as claims about every baseline’s best native
setup.

9 Conclusion

We formulated repository-level vulnerability detection as structured
hypothesis verification over compressed dependency graphs and
introduced GraphLedger, which couples AACC with an Assumption
Ledger for evidence-driven validation.

Across CWE-Bench-Java and CVEfixes, GraphLedger reduces
false discoveries while maintaining competitive recall. The results
support the central claim: repository-scale reasoning is more re-
liable when compression preserves vulnerability-relevant struc-
ture and decisions are constrained by explicit assumption checks.
Gains are strongest in precision, FDR reduction, and auditability
rather than coverage. Current limits include bounded search, Java-
centered evaluation, and dependence on hypothesis quality. Future
work should extend the method to broader languages and frame-
works while preserving the same verification-oriented design.

10 Ethical Considerations

This work raises no direct ethical concerns and complies with
the ACM Code of Ethics. It uses only public, already-disclosed
vulnerability benchmarks (CWE-Bench-Java [11, 14], CVEfixes [1]),
with no human subjects, private data, or zero-day disclosure. As
a defensive tool, GraphLedger aims to help developers find and
remediate vulnerabilities; its findings should be validated before
action, which is exactly the auditable verification it advocates.
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Data Availability Statement

The replication package is archived on Zenodo (DOI: 10.5281/zen-
0d0.21356624) and submitted to the ASE 2026 Artifact Evaluation
track. It contains the source code, prompts, the frozen seed=42
validation/test splits, per-case prediction and assumption-ledger
logs, evaluation scripts, the extended appendices (supplementary
Appendices A-K), and a pre-built Docker image. All reported met-
rics can be recomputed offline from the archived predictions; only
live re-runs need an OpenAlI API key. The original hyperparameter-
tuning validation split was not preserved, so the archive ships the
documented seed=42 split (§5) with its sensitivity analyses.
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